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1. HACIIOPT NIPOI'PAMMBI IIPAKTUKHA

1.1. O0s1acTh NPUMEHEHUs MPOrPaAMMbI PAKTUK

[Iporpamma y4eOHON MpPAaKTHUKU SBISETCS YAaCTbIO OCHOBHOM MPOQECCHOHATBLHON
oOpazoBaTtenbHONl mporpammbl B cooTBerctBUM ¢ DPI'OC CIIO u npumepHon
nporpammoii (ripu Hanuuuu) no cnenuanbHoctu 09.02.11 «Pa3paboTka U yrmpaBieHHE
MPOrpaMMHBIM 00ECTICUEHUEM)

1.2. Ileapb 1 321244 NPAKTUK

[IpakThika wWMeeT 1EeIbI0 KOMIUIEKCHOE OCBOCHHE OOydJaronuMucs BUIa
npodeccruoHanbHOl AesitenbHOCTH «IIpoekTupoBanue u pa3paboTka BEO-TIPUIIOKEHUIN»,
dbopmupoBanue 0o0mMX W MOPOPECCHOHATBHBIX  KOMIIETCHIIMN, MNpUOOpeTeHUE
HEOOXOAUMBIX YMEHHUH U OMbITAa MPAKTUYECKOU pabOThI MO CIEIUATBLHOCTH.

VYyeOHass mpakTHKa TIO CHEIUAIbHOCTA HalpaBiieHa Ha (opMupoBaHHe Y
o0ydJaromuxcs yMEHHM, MPUOOpPETEHNE MPAKTHUYECKOTO OMbITa (MEPBOHAYAIBHOTO) JIJIS
MOCJICAYIOIIETO OCBOEHUS HWMHM OOIMUX M TPO(PECcCHOHATBHBIX KOMIIETCHIIUNA TI0
CHEUHUATIBHOCTH.

1.3. [lnanupyembie pe3yJbTaThl IPAKTHKH
B pesynbrare npoxoxxieHus y4eOHOU MPaKTUKKU 00y4YatOIIUNUCS TOJIKEH:

BIIJ{ TpeOoBaHusi K YMEHUSM

I[IM.01 Pa3pabortka,
aJIMUHUCTPUPOBAHHE U
3anuTa 0a3 TaHHBIX

IIK 1.1. IlpoekTupoBath 6a3bl JaHHBIX.

IIK 1.2. PazpabaTsiBaTh 0OBEKTHI 0a3 JaHHBIX B COOTBETCTBUU C
pe3yJibTaTaMu aHaJln3a MPEeJMETHON 00JIacTH.

[IK 1.3. Peanu3oBbIBaTh 0a3y NaHHBIX B KOHKPETHOM CHCTEME YIPaBICHUS
0a3zaMu TaHHBIX.

[IK 1.4. AnmuHUCTpHUpPOBATH 0a3bl JAHHBIX.

[IK 1.5. 3amumiaTte nHGOpMaIuio B 0a3e TaHHBIX ¢ UCIIOIb30BAHUEM
TEXHOJIOTUH 3aIIUThI HH(OpMALIUK.

YMETD:

aHAIN3UPOBATH NIPEIMETHYIO 00JIACTh U BBLIESIATH OCHOBHBIEC CYLTHOCTH;

orpenenaTs TpeboBaHuA K Oa3e TaHHBIX;

pa3pabaTsiBaTh KOHIIENTYAIBHYIO, JOTHIECKYIO U (PU3MUECKYI0 MOIeNH 0a3 JaHHBIX;

MPOEKTUPOBATh CXeMY 0a3bl IaHHBIX;

paboTaTh C COBPEMEHHBIMH Case-CPeICTBAMH IPOSKTHPOBAaHKS 0a3 TaHHBIX;

ONPENIEIATh CBSA3U MKy TaOIHIAMU;

OIPEeNIeTSAT TUITHI JAaHHBIX JUIS ITOJIeH TaOJIui;

ohopMIIeHHE TOKYMEHTAIMH Ha CIIPOSKTHPOBAHHYIO 0a3y TaHHBIX

pa3paboTku cxembl 6a3bl JaHHBIX, UCTIONB3YI NoSQL Monenn naHHBIX, TAKHE KaK JOKYMEHTO-PHEHTUPOBAHHBIE,

KITFOY-3HAYCHUE, KOJIOHOYHBIC U IP.

pa3pabaTeiBaTh O0BEKTHI 0a3 JaHHBIX

C03/1aBaTh TAOJHUITB], HHACKCHI, OTPaHUYCHUS U APYrUe 00HEKTHI 0a3bl TaHHBIX

ONITUMU3UPOBATH 3aIPOCHI K 0a3€ JaHHBIX M1 TTOBBIIICHHS TPOU3BOIUTEIIEHOCTH

pa3pabaThIBaTh XpaHUMBIE MPOIETYPHI ¥ TPUTTEPHI T 0a3 TaHHBIX;

pa3pabaTeiBaTh HEOOXOIUMBIE JUTS PA3IMIHBIX TPYIIIT MTOTB30BaTENICH TIPEICTaBICHIUS

pa3pabaTeiBaTh OOBEKTHI 0a3bI TAaHHBIX, TAKHE KaK TAOUIBI, HHACKCH U CBSI3U MEKIY HUMU,
MIPOrPaMMHUPOBATH M CO3/IaBaTh XPAHUMBIC TPOICTYPHI, QYHKIMH U TPUTTEPHI I 00pabOTKH JaHHBIX;
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YIIPaBIATH JaHHBIMH B 0a3e JaHHBIX, BKIIIOYAs! BBOJI, OOHOBJIEHHE U Y/laJICHUE JIaHHBIX;
ONITUMHU3UPOBATH 3aIIPOCHI U MPOBOANTH MOHUTOPHHT ITPOM3BOANTEIHHOCTH 0a3bl JaHHBIX;
paborats ¢ NoSQL 0a3zamu qaHHBIX;

HCIIONIb30BAaTh 3aIPOCHI AJIsl padoThl ¢ 1aHHBIMU B NoSQL 0a3ax maHHBIX;
ONTUMU3UPOBATH MPOM3BOAUTETHHOCTE NoSQL 0a3 maHHBIX.

ycTaHaBIMBaTh U HacTpausath CYB/I;

CO371aBaTh M yAAIATH 0a3bl JaHHBIX;

CO03/1aBaTh MOJIb30BaTeIeH U Ha3HAYaTh [IpaBa AOCTYTIA;

OINITUMU3UPOBATH 3aIIPOCHI K 0a3e JTaHHBIX;

ob0ecreurBaThL 0€30I1aCHOCTEL 0a3 TaHHBIX;

cOo371aBaTh M HACTpauBaTh 0a3bl TAaHHBIX B COOTBETCTBUU C TpeOOBaHMAMU OM3HECa;
YIIPaBJISITh TPAH3aKUUSAMHU M KOHTPOJIHMPOBATH 1IEIOCTHOCTD JaHHBIX;

obecrieunBaTh 0€30MaCHOCTh U YIPABISATH JOCTYIIOM K JIaHHBIM;

C03/1aBaTh ¥ BOCCTAHABINBATh PE3EPBHBIC KOMUM JaHHBIX;

paboTarth C HHIEKCAMU M ONTUMH3HPOBATH POU3BOJUTENLHOCTD 3aIIPOCOB;
HOpMaJIM30BaTh 0a3bl JAHHBIX U IPOEKTUPOBATH 3P (HEKTUBHBIE CTPYKTYPbI JAHHBIX;
MOHHUTOPHTH M aHAJIM3UPOBATh POU3BOJUTEIHHOCTE 0a3 JaHHBIX;

paboTath ¢ HepesIMOHHBIMK 0a3aMu JAaHHBIX U BEIOMpaTh Hanbosee MOIXOISIIN THIT 0a3bl JAHHBIX IS

KOHKpPETHOU 3a7auu

JIAHHBIX;

paBpa6aTI)IBaTI) U BHEAPATH CUCTEMBI 3alIIUTHI 63.3 JaHHBIX OT HCCAHKIITMOHUPOBAHHOI'O J0CTYTIIA,
pa3pabaThiBaTh M BHEIPATH CUCTEMbBI PE3EPBHOIO KOIMMPOBAHUS U BOCCTAHOBJICHHUS 0a3 TaHHBIX;
NPOBOJIUTH ayIUT 0€30MacHOCTH 0a3 JaHHBIX;

yCTaHaBJIMBATh U HACTpauBaTb MEXaHU3MbI ayTeHTI/Iq)I/IKaI_H/IH 1 aBTOpU3allNU HOHBBOBaTeJ’ICﬁ;
CO34aBaTh U YNPABJIATH POJSIMU M IPaBaMU JOCTYIA K JaHHBIM;

mnpoBaTh JaHHBIE U 00ECIEYMBATh UX KOH(UICHIMATBHOCTD;

KOHTPOJIUPOBATH LIEJIOCTHOCTh JaHHBIX M OOHAPY)KUBATh N3MEHEHHS;

UCIIONB30BAaTh MEXAHU3MBI ayINUTa I OTCIEKUBAHUS OCTYINA K JaHHbIM;

HCIIONB30BAaTh MEXaHU3Mbl MOHUTOPUHTI'A I OOHAPY)KEHUS yrpo3 O€30MacHOCTH;

CO34aBaTh U YNPABIATH 3AIUIICHHBIMI COSANHEHMAMHU C 0301 TaHHBIX;

UCIIONB30BAaTh MEXaHU3MBI 3aIUTHI OT SQL-MHBEKIMI 1 APYTUX BUAOB aTak;

CO31aBaTh U YIPABJIATH O9KalaMH U PE3ePBHBIMH KOIMSIMHU JTaHHBIX;

obecrieunBaTh 0€30MacHOCTh 0a3bl JAHHBIX MIPU KCIOJIB30BAHUH 00JIA4YHBIX CEPBHCOB

OCHOBHBIE ITOJIOXKECHUS TeOpUH 0a3 JaHHBIX, XPaHWIHI JaHHBIX, 0a3 3HAHUH;

OCHOBHBIE ITPUHIMIIBI CTPYKTYPHU3AIMU U HOpMaTU3aluy 0a3bl JaHHBIX;

OCHOBHBIE ITPUHIUIIBI IIOCTPOSHUS KOHIENTYAIBHOM, JIOTHIECKOH 1 (PM3HIECKO MOIENH JaHHBIX;

METO/IbI OIMCaHNA CXeM 0a3 JaHHBIX B COBPEMEHHBIX CHCTEMax YIpaBIeHUs 0a3aMy TaHHBIX;

CTPYKTYpPY JAaHHBIX CHCTEM YIIPaBJIECHHA 0a3aMU JaHHBIX, OCHOBHBIE TIOHATHSA U IIPUHIUIIBI IPOSKTUPOBAHUS 0a3

CTPYKTYpPY PEISIMOHHON 0a3bl JaHHBIX;

s3Ik SQL 1 0COOEHHOCTH €ro pean3aliil B Pa3InIHBIX CHCTEMaXx YIIpaBIeHUs 0a3aMu TaHHBIX;
ONTHUMH3AIHIO MPON3BOJUTEIFHOCTH 0a3 aHHBIX

TIPUHIUIIBI 0€30MACHOCTH XPAHEHHUS TAHHBIX

OCHOBBI PENAIIOHHON MOAENN TaHHBIX

s3Ik SQL 1 ero OCHOBHBIE KOMaH/IbI

TIPUHIMIIBI HOPMATIH3anuy 0a3 JaHHBIX

MPUHIUIEI pa0oTHI ¢ paznuaabiMu CYB/]

00T MOAXOA K OPraHN3aIMN NPECTABICHNH, TaOIHII, HHICKCOB U KIIaCTEPOB;
METO/Ibl OPTaHU3AIMH [IEJIOCTHOCTH JIAHHBIX;

CHOCOOBI KOHTPOJIS IOCTYNA K JaHHBIM U YIIPABJICHHS NPUBHIICTHSIMA

OCHOBHBIE IPUHIIMIIBI CO3AaHUSI 00BEKTOB 0a3bl JAHHBIX;

CHHTAaKCHC W OCHOBHBIE IpHeMbI paboTsl ¢ SQL;

METO/Ibl ONTHMH3AINH 3aIIPOCOB U TTOBBIIIEHNUS TPOM3BOANTEIBHOCTH 0a3bl TaHHBIX;
OCHOBHBIE ITPUHIMIIBI YIPABIICHNS TaHHBIMHU U 00CITY>KUBaHMS 0a3bl JaHHBIX;
OCHOBHBIC MPUHIUTIBI paboThl NoSQL 6a3 JaHHBIX U MX MOJCNCH TaHHBIX,
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- npeumyIiecTBa U HepoctaTkd NoSQL TEXHOIOIHi 10 CpaBHEHUIO C PEIISIIMOHHBIMY 0a3aMU JTAHHBIX;

- METOBI ONTHUMU3ANUH pou3BoauTeIbHOCTH NoSQL 6a3 maHHBIX;

- OCHOBHEIE MPUHITUTIBI YIIPABICHUS JaHHBIMU U o0cmyxkuBaHus NoSQL 6a3 maHHBIX.

- apxurextypy CYB];

- OCHOBHEIE MPHUHITUTIBI 8 IMAHUCTPUPOBAHUS 0a3 TaHHBIX;

- METOIBI MOHUTOPUHTA U ONTUMHU3AINH PaOOThI 0a3 TaHHBIX;

- TIPHUHITUIIEI PE3EPBHOTO KOMMMPOBAHUS U BOCCTAHOBJICHUS 0a3 TaHHBIX;

- METOJIBI 3aIUTHI 033 TAaHHBIX OT BHEIITHUX YTPO3;

- ocobeHHOCTH padoThI ¢ pasnuuabivu CYB/;

- A3k SQL (Structured Query Language);

- VIIpaBJICHUE TPAH3AKIMAMHU ¥ KOHTPOJIb IIEIOCTHOCTH JIaHHBIX;

- yIIpaBJICHUE JOCTYIOM U 0€30MacHOCThIO 0a3 TaHHBIX;

- pe3epBHOE KOMMPOBAHUE W BOCCTAHOBJICHUE TAHHBIX;

- ONTUMU3AIUIO MPOU3BOTUTEIHLHOCTH 0a3 JaHHBIX;

- paboTy ¢ UHIEKCAMU M ONTUMHM3AIIHS 3aIIPOCOB;

- MOHHUTOPHHT U aHAJIU3 MIPOU3BOUTEILHOCTH;

- MIPHUHITUIIBI PAOOTHI ¢ PEIIAIIMOHHBIMY 0a3aMU TaHHBIX;

- TPUHIIMAIBEI PaOOThI ¢ HEPEIAIUOHHBIMU 0a3aMU JaHHBIX

- METOAbI 3alITUTHI 6a3 JAHHBIX OT HCC&HKHI/IOHI/IpOBaHHOFO )100Tyna;

- METOAbI CO3IaHUS U BOCCTAHOBJICHHUS peSepBHbIX KOHI/Iﬁ 633 JaHHBIX

- 0Cc00eHHOCTH paboThI ¢ pasnnuHbiMu THIIAMU CYB/I;

- METO/IbI MPOBEJICHNUS ayIuTa 0E30MacCHOCTH 0a3 IaHHBIX;

- NPUHIMIEI KPUIITOrpaduu 1 MeToA0B MHU(POBaHUS TAHHBIX;

- CTaHAapThI U MPOTOKOIIBI Oe3omacHocTH, Takux kak SSL/TLS, SSH, Kerberos u np.;

- METO/Ibl ayTeHTU(UKAIIMU U aBTOPH3ALINH [I0JIb30BATEIIEH, BKIIOYasl HCTIOIb30BaHUE Maposieid, cCepTU(UKATOB 1
OMOMETPUYECKUX JAHHBIX;

- METO/Ibl KOHTPOJISI IOCTYIIA, BKIIIOYAsl CO3/IaHKE POJICit U TPYIII TI0Jb30BaTeNeH, yIpaBlieHHe MpaBaMu J0CTyma 1
ayJUT JOCTYIA K TaHHBIM;

- METO/Ibl OOHAPY)KEHHUS U TIPEIOTBPALLCHHS aTaK, BKItoYas 3ammry ot SQL-unbekimii, DoS/DDoS-arak u apyrux
yrpo3 0e30MacHOCTH;

- METO/Ibl MOHUTOPUHTA M aHAJIKM3a )KYPHAJIOB COOBITHH [Tl OOHAPY)KEHHUs YTPo3 OE30MacCHOCTH U aHAIN3a
MIPOU3BOIUTENBEHOCTH 0a3bl ITAHHBIX;

- METOBI CO3J]aHMS U YIIPABJICHUS 3aIIUIICHHBIMU COeNHEHUSIMU ¢ 0a30ii JaHHBIX, BKItodast VPN-Tynnemu u SSL-
uppoBaHue;

- METO/IbI CO3aHUsI U YIIPaBIICHUS O3KaraMK U pe3epBHBIMU KOMUSMH JAHHBIX, BKIIIOYasl HCIOJIb30BAHUE
WHKPEMEHTAJbHBIX U AU PepeHIHATBHBIX 0IKATIOB;

- METOABI oOecTieueHus 0€30MacHOCTH 0a3bl JaHHBIX IPHU MCIIOIH30BAHUN O0JIAYHBIX CEPBHCOB, BKIIFOYAS —  3aIUTy
OT YTEUKH JIAHHBIX U YIIPABICHUE JOCTYIIOM K O0JIAa4HBIM pecypcam;

- 3aKOHOAATEIHCTBO U CTaHAAPTHI Oe3omacHocTH, Takue kak GDPR, HIPAA, PCI DSS u np.

BJIAJETH HABBIKAMMU:

- pa3paboTKN KOHIENTYaJIbHON MOAETH 0a3bl TAHHBIX,

- pa3paboTku UHPOIOTUIECKON MOJIENTH 0a3bl IaHHBIX;

- pa3paboTku pU3UIECKOM MOIENTH 0a3bl TaHHBIX;

- pa3pabotku TpeboBaHmit K 6a3e TaHHBIX

- HOpMAaJIU3aIHsl CTPYKTYPBI 0a3bl JAHHBIX

- JIOKyMEHTHUPOBaHHSI CXEMbI 0a3bl JaHHBIX, BKJIIOUast quarpammbl ER u omucanus Ta0uuir

- JIOKyMEHTHUPOBAHHS [IPaB JIOCTYMa U 0e30MacHOCTH 0a3bl JAHHBIX, BKIIIOYAsl YUSTHBIE 3aMMCH TOJIb30BATENCH U UX

- paboTHI ¢ pa3MUIHBEIMHA 00BEKTaMU 0a3bl TAHHBIX

- co31aHusI TaOIUI] 0a3bl MAHHBIX C ONPEIeNICHIEM CTPYKTYPhI M THIIOB TAHHBIX JUIS KaXKIIOTO aTpuoyTa;

- OTIpeIeIICHUS TIEPBIUYHBIX W BHEITHUX KITFOUEH ISl YCTAaHOBJICHHUS CBSI3EH MeX Ty TabIumaMu;

- CO3JIaHUsI MHACKCOB JIJISl ONTHMU3AIINH 3aIPOCOB U TIOBBIIICHUS TIPOU3BOUTEIHHOCTH;

- pa3paboTKu XpaHUMBIX TPOLEAYP, PYHKITHA U TPUTTEPOB TSI 00paOOTKU TAHHBIX U TOAICPIKKH OM3HEC-TIOTHKHY;
- BBO/Ia, OOHOBJICHUS M YIAJICHUS JTaHHBIX B COOTBETCTBHHU C TPEOOBAHUAMHE OM3HEC-TIPOIIECCOB;

- ONTUMU3AIIH 3aIIPOCOB IS TIOBBIIICHUS IIPOU3BOAUTEIILHOCTH CHCTEME,
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- co3anus 0a3 JaHHBIX HAa ocHOBE NoSQL TexHomormii

- CO3JIaHUsI 3aIPOCOB T PaboTHI ¢ TaHHBIMU B NoSQL 06azax JaHHBIX;

- onruMu3anuu npomsBoauTerbHOCTH NoSQL 0a3 JaHHBIX, UCIONB3YS HHICKCH U IPYTUE TEXHUKH
- yctaHoBkH U HacTpoiiku CYB/I;

- CO3JIaHMsI U yaJieHus 0a3 JaHHBIX;

- BOCCTAHOBJICHUsI 0a3 TaHHBIX;

- pe3epBHOrO KOMPOBaHUs 0a3 TaHHBIX;

- CO3/1aHMs [T0JIb30BaTeel U Ha3HAUSHUS TpaB JOCTYIIA;

- OINITUMU3AIMH 3aIPOCOB K 0a3e TaHHBIX

- MOHHUTOpHHTa U 00cmyxuBanus NoSQL 0a3 gaHHBIX, BKITIOYasi pe3epBHOE KOMTUPOBAHUE M BOCCTAHOBJIEHHE JaHHBIX.
- WCIIONIb30BaHMS CTAaHIAPTHBIX METOIOB 3aIlUThI 00BEKTOB 0a3bl JaHHBIX;

- Ppa3paboTKK ¥ BHEPEHHUS CUCTEM 3aIIUThI 0a3 JaHHBIX OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIIA;

- Pa3paboTKu U BHEPEHHUSI CUCTEM PE3EPBHOTO KOIMPOBAHUSI 1 BOCCTAHOBIICHHS 0a3 JJaHHBIX;

- ayanTa 6e30macHOCTH 0a3 TaHHBIX

[IK 2.1. ITpoekTupoBaTh MOAYJIM IPOrPAMMHOTI0 OOECTIEUEHUSI.

[IK 2.2. PazpabarbIBaTh MOIYJIH IPOTPAMMHOI0 00€CIICUEHNS.

IIM.02 PazpaboTka 1 [1K 2.3. BBINOJHITE UHTETPAIIUIO MOIYJIEH 1 KOMIIOHEHTOB
MHTErpanus Moryjaei MIPOrPaMMHOTO OOeCTIeUeHusI.
MIPOrpaMMHOTO
porp [1K 2.4. BBINOJTHATE TECTUPOBAHUE U OTIAJIKY IPOTPaMMHOTO
obecrnieueHus
obecrieyeHus.
[IK 2.5. OcymecTBasTh TOKYMEHTUPOBAHUE IPOIPAMMHBIX MOIYJIEH
MPOTPAMMHOTO 00€CTICUCHUS.
YMETb:

- MPOEKTUPOBATH MOIYJIH, COOTBETCTBYIONIHE OM3HEC-3a/1auaM;

- CO3J]aBaTh APXUTEKTYPHBIE JUAarpaMMBbl U IOKYMEHTALHIO;

- OIPEeIeIIATh CTPYKTYPY U HHTEp(dEHCh MOTyNeH;

- aHAJIN3UPOBATH TPEOOBAHMUS K MOIYIIIO M ONPEIENIATh ero ()yHKIHOHAIEHOCTb;

- IIPOEKTUPOBATH APXUTEKTYPY MOAYJISI, BKIIFOUask BBIOOP MOAXOAAIINX NATTEPHOB IIPOSKTUPOBAHUS U CTPYKTYPBI
JIAHHBIX;

- CO37]aBaTh JUAarpaMMbl KJIACCOB, MTOCIEA0BATENILHOCTEH U TIPOYNX AUATPaMM JUT BU3YyaTU3allH IPOEKTUPYEMOT 0
MOJYIIS;

- BBIOMPATH HOAXOAAIINE S3BIKU POrPAMMHPOBAHHS M TEXHOJIOTHH ISl peai3alliid MOLYILS,;

- MPOEKTUPOBATH MHTEP(HEHCH MPOrpaMMHOro obecriedeH s A1l B3aUMOACHCTBUS € IPYTHMH MOLYJISIMH U
CHCTEMaMu;

- YUUTHIBATh TPEOOBAHMS K MAaCIITAOMPYEM OCTH, IPON3BOJUTEIFHOCTH U O€30MACHOCTH TIPH MPOEKTHPOBAHUN
MOy,

- MIPOBO/UTD aHAJH3 ¥ ONTUMH3ALHIO IPOEKTHPYEMOT0 MOIYJIS JJIs TOBBIIIECHHS €ro 3 QEKTUBHOCTH 1 KauecTBa
- pa3pabaThIBaTh MOLYIIH IPOIPAMMHOI0 00ECTIEUEHHS C UCTIOJIb30BAHUEM PA3IMIHBIX S3bIKOB IIPOrPAMMHPOBAHHUS U
TEXHOJIOT U

- MIPUMEHATH MATTEPHBI IPOSKTUPOBAHUS U CTPYKTYPHI JAHHBIX TSI CO3MaHuUs 3 (GEKTUBHBIX M MacIITabupyeMbIX
MOAYJEH;

- aHAJIM3UPOBATh TPEOOBAHMS M ONIPEAENATH (DYHKIMOHATFHOCTD MOMYJIS;

- co3aaBaTh HHTEPPEIHCHI U1 B3aNMOJIEHCTBUS C IPYTHUMHI MOIYJISIMU U CHCTEMaMH;

- obecreunBaTh 0€30MaCHOCTD, IPOU3BOAUTENFHOCTD U MACIITAOMPYEMOCTh IIPH Pa3padoTKe MOMyIeH;

- ONITUMHU3UPOBATH MMPOEKTUPYEMBIE MOJYIIH JUTSI OBBIICHH NX 3P ()EKTHBHOCTH U KaueCTBa;

- paboTath C CHCTEMOW KOHTPOJISI BEPCHI;

- YITyqIIaTh MPOU3BOAUTENLHOCTD MOAYICH, BBISIBISAS M YCTPAHsS y3KHE MECTa;

- TIPOBO/INTD AHAJIM3 U MOHUTOPHHT TTPOM3BOANTENHLHOCTH MPHIIOKEHUH;

- TIPUMEHATh HHCTPYMEHTHI 71 pepakToprHra ¥ ONTUMH3AINH TPOrPaMMHOT0 KoJa.

- MHTETPUPOBATh MOAYJIH U KOMIIOHEHTHI, 00ecreunBast MX B3aMMOJICHCTBHE;

- paborats ¢ APl n ycTaHaBNIHMBaTh COSTMHEHHS MEKAY KOMIIOHEHTAMU;

- OTCIJISKUBATh U YCTPAHITh KOH(IJIUKTHI U OINOKN HHTETPAIIH;
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AHAJIM3UPOBATH U OINPEACIIATD 3aBUCUMOCTH MEKIY MOAYIAMHU U KOMIIOHCHTAMU;

pa60TaT}, C pa3jIN4YHbIMU (bOpMaTaMI/I JAHHBIX U MPOTOKOJIAaMU Nepeaadn JaHHbIX

AHAJIM3UPOBATH Tp€6OBaHI/I$I K IpOorpaMMHOMY 00€eCIIEUeHHIO U COCTABJIATH ITAHBI TECTUPOBAHUA,

CO3/1aBaTh TECTOBLIC CICHAPUHN U TECT-KEHChI JJIA IPOBCPKU (i)yHKIII/IOHaJ'IBHOCTI/I U COOTBECTCTBUA Tp€6OBaHI/I$IM;
BBITIOJIHATE TECTUPOBAHUC IPOTPAMMHOI0 obecrieueHust BPYYHYIO U aBTOMATU3UPOBATH NPOLECC TCCTUPOBAHUS,
AHAJIM3UPOBATH PE3YJIbTATHI TCCTUPOBAHHUSA U JOKYMEHTHPOBATH Haﬁ[[eHHLIe OHII/I6KI/I;

pa3pa6aTLIBaT1) CTpaTeruv OTJIIaIKU U UCHIPABJIATH OIIMOKH B IporpaMMHOM 06ecnequHH;

BBITIOJIHATH MOAYJIBHBIC TECThI C UCIIOJIB30BAHUEM MHCTPYMCHTOB TECTUPOBAHMA, B TOM YHCJIC

ABTOMATU3UPOBAHHOT'O TCCTUPOBAHMA,

UCIIONIb30BaTh CUCTEMbI KOHTpos nedekros [10;

COCTaBJISITH OTYET O BBHINOIHEHNUH TecTupoBanust [10

OITUCHIBATh (h)YHKIIMOHAILHOCTh MOAIYJIEH B JIOKYMEHTAINH;

CO3J1aBaTh AUAarpaMMbl JUIsl HILTIOCTPAIK paOboThl MOAYJIEH;

MIPOrpaMMHPOBATh C UCTIOIb30BAaHHEM KOMMEHTApHEB JUIs JOKYMEHTHPOBAHHUS KOJA;

WCIIOIb30BaTh CIEIUaIbHbIE METKH/TETU ISl OTMETKU Ba)KHBIX YacTeil KoJa B JOKyMEHTAlUH;

BECTH JKypHAJI U3MEHEHUH 1 (PUKCUPOBATH OOHOBJICHHS MPOr'PAMMHBIX MOJYJIEH;

pa3duBaTh MOMYJIM Ha JOrUUeCKHe OJIOKU U ONMCHIBATh KAXKIIBIH OJIOK OTIIENBHO;

BKJIFOUYATh B IOKYMEHTAIMIO OCOOCHHOCTH MOJYJIeH, TaKue KaK OTpaHHYEHHs, yI3BUMOCTH WM ONTUMAJIbHbBIE

HACTPOUKY;

NPOBOJIUTH PEryJISIpHOE OOHOBJIEHHE JOKYMEHTAIMHU MTPU U3MEHEHUU MOJYJIEH WK 100aBJICHUH HOBOTO

¢byHKIMOHANA.

3HATD:

OCHOBHBbIE ITPHUHIIMITBI IPOSKTHPOBAHUS MOJLYJIeH IIPOrPAMMHOI0 00eCTIeueHHST;

SI3BIKM POTPAMMHPOBAHUS M TEXHOIOTUH TSl pealTH3alliK MOIYJICH;

[ATTEPHBI IPOSKTUPOBAHKS U CTPYKTYPBI TAHHBIX IS CO3AaHHUs d()(PEKTUBHBIX M MaCIITAOUPYEMBIX MOAYJICH;
METO/Ibl aHaJIM3a TPEOOBaHUI U CIIOCOOO0B onpeeneHus (HyHKIIMOHATLHOCTH MOJYJIS;

NPHHLHIBI CO3AAHUS HHTEP(EHCOB IS B3aMMOICHCTBUSL C APYTHMH MOIYJISAMH H CHCTEMaMH;

NPHHLHIB 00ecrieueHust 6e30I1aCHOCTH, TPOU3BOAUTEIBHOCTH M MaCIITAOUPYEMOCTH PH IPOSKTUPOBAHHUH

MOAYJIEH;

SOAP;

METOABI aHAJIN3a U ONTUMH3ALMHU [TPOSKTUPYEMBIX MOIYJICH IS HOBBIMEHHS X d(Q()EKTHBHOCTH U KauecTBa.

SI3BIK TIPOTPAMMHUPOBAHMSI, OCHOBHBIE KOHCTPYKIIMHU, CHHTaKCHC;

MIaTTEPHBI IPOEKTUPOBAHUS;

CTPYKTYpBI JJAHHBIX;

MPUHIUIBI CO3IaHUsI HHTEP(EHCOB sl B3aUMOACHCTBYS C IPYTUMU MOAYJISIMU M clcTeMaMu, Takux kak REST API,

paboTy C HHCTPYMEHTAIBLHBIM IIPOrPaMMHBIM OOeCIiedeHHEM;

METO/Ibl ONTUMH3ALNH KOJIa U aJlTOPUTMOB;

3¢ }eKTUBHBIE aNTOPUTMBI M CTPYKTYPBI TaHHBIX JUISl TIOBBILICHHS IIPOU3BOANTEIBHOCTH;
MHOT'OTIOTOYHOCTh B IIPOrPAMMHBIX MOZYJISIX;

METO/Ibl ONTHMH3AINH CETEBBIX MMPOTOKOJIOB ISl YCKOPEHHS 00OMEHa JaHHBIMH;

K3IIMPOBAaHHE IAHHBIX;

YIIpaBICHUE MAMSITHIO;

TEXHHUKH MOBBIIICHHUS PON3BOIUTEIEHOCTH IPOrPAMMHOTO 00€CTIEUEeHHS

obmye MpuHINIBI (PYHKIMOHUPOBAHMS allapaTHBIX, MPOrPaMMHBIX U TPOrPaMMHO-ANIAPATHBIX CPEJICTB

aJIMUHNCTPHUPYEMON MH(OPMATMOHHO-KOMMYHHKAIIMOHHON CHCTEMBI;

MEXIyHapOIHbIC CTAHAAPTHI JIOKAJbHBIX BBIYUCIUTENBHBIX CETEH;

METOABI ¥ IOAXO/BI K HHTETPAIlMK MOJYJIei U KOMIIOHEHTOB;

TPUHIMIIB BEPCHOHUPOBAHUS U YIIPABJICHUSI U3MEHEHHSMH PH UHTET DALY,

TIPUHOMTIBI 0€30MaCHOCTH PH HHTErPaii MOLYJIEH 1 KOMIIOHEHTOB

TIPUHIOMIIB ¥ METOJIBI TECTUPOBAHUS ITPOTPAMMHOTO 00ECTICUCHUST;

OCHOBBI IPOTPAaMMHPOBAHUS M apXUTEKTYPBI IPOrPaMMHOT0 00ECTICUEHHS;

OCHOBBI 6a3 maHHBIX U SQL-3anpocoB;

MHCTPYMEHTHI IJIs1 aBTOMATH3AILMH TECTHPOBAHUS;

OCHOBBI Pa3pabOTKH 1 OTIAAKU IIPOrPaAMMHOr0 00eCTIeYeHNsT Ha PAa3HBIX A3bIKAaX MPOrPaMMHPOBAHNS;
TIOHSITHE JledeKTa MPOrpaMMHOro 00eceyeHus;
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- kputepuu kadectsa I10;

- BHUJBI ¥ TUIBI TecTUpoBaHus 110;

- TEXHUKU PYYHOI'O TECTUPOBAHHUS;

- TEXHUKU aBTOMATH3UPOBAHHOI'O TECTUPOBAHNUS;

- XU3HEeHHBIN 1mki negekra [10;

- MIPUHIOMTBI paOOTHI B CUCTEME KOHTPOJIS JIe(pEKTOB;

- OCHOBHBIE NMOHATHUSA 0 KadecTBe [10

- CTaHJApThl TEXHUUYECKON JTOKYMEHTALNY;

- TIPUHIMIBI IOKYMEHTHPOBAHUSI IPOrPaMMHOT0 00eCIeYeHus;

- HWHCTPYMEHTSHI JUI CO3/IaHUs TEXHUYECKOM TOKYMEHTAIllM 1 KOMMEHTHPOBAHUSA KOJa

BJIAJJETH HABBIKAMMU:

- npoektupoBanus Moayeii [10 ¢ yuerom TpeOoBaHuii 3aKa34nKa;

- CO3JJaHUS APXUTEKTYPHBIX JHarpaMM M crenudukamil Moyei;

- orpesieieHust tHTep(eiicoB 1 B3aUMOJISHCTBHS MOAYJIEH B CHCTEME.

- CO3JJaHuUSI MOJTYJIeH TPOrPaMMHOr0 00ecIieueH s Ha Pa3IMYHbIX SA3bIKaX IPOrPaMMHUPOBaHMUS;

- OTJIaJIKK ¥ TECTUPOBAHUSI pa3pabOTaHHBIX MOJYIIEH;

- MIPUMEHEHHUS CTPYKTYPHOT'O U 00 BEKTHO-OPHEHTHPOBAHHOT'O IPOrPaMMHUPOBAHHUSI;

- ONTUMU3AINH KOJIa ¥ AJITOPUTMOB IPOrPaMMHBIX MOIYJIEH AJIs YBEIUUECHHUS IPOU3BOAUTEIEHOCTH;

- MOHHUTOPHHTA U aHAJIN3a MPOU3BOAUTEIHFHOCTH MPUIOKEHUH.

- UHTETpaIy MporpaMMHBIX MOAYJIEH U KOMIIOHEHTOB B €JMHOE MIPOrpaMMHOE PELICHHUE;

- pabotel ¢ API u BeO-cepBrcaMu 171s B3aUMOACHCTBUSA MEXKILY MOIYIIAMH;

- paboThl C MHTETPAIMOHHBIMY IIaTGOPMaMH U HHCTPYMEHTaMH;

- obecrieueHns COBMECTUMOCTH U CTaOMIIbHOCTH CUCTEMBI

- OTJIaIK{ IIPOTPaMMHOT0 00eCIIeYeH s Ha YPOBHE IPOrPaMMHBIX MOIYJICH;

- TECTUPOBAHMS IIPOrPAMMHOI0 00ECTICUCHNS;

- (OpMHUPOBaHUS TECTOBBIX CLIEHAPUEB;

- MOATOTOBKHU TECTOBBIX IIaT(HOPM (YCTAaHOBKA ONEPALIMOHHOM CHCTeMBI, AononHuTensHoro I10 u npyroro mo
HEOOXOIUMOCTH);

- oreHkr oobema TectupoBanust [10 ¢ nenbio onpeneneHns HeoOXOOUMBIX PECYPCOB AT €T0 BBINOITHEHUS;
- HAaCTPOWKHU TECTOBOI Cpeibl U amlnapaTHBIX CPEICTB Ul BhINONHEHUs TecTuposanus 10 B cooTBeTcTBHH C
3alaHUEM Ha TECTUPOBAHME B NPEAEIaX CBOEH KOMIIETEHIUHY;

- (opMHpOBaHUS U NPEICTABICHHUS OTYETHOCTH O IIOATOTOBKE K BHIIIOJTHEHUIO 3aJaHus Ha TectupoBanue [10 B
COOTBETCTBHUH C YCTAHOBJIICHHBIMHU PErIIaMEHTaMU;

- BBITIOJIHEHHS TECTOBBIX MPOLEAYP Ha TECTOBBIX JAHHBIX

- CO3aHMS TEXHUYECKON JOKYMEHTALMHU U1 MOAYJIEH;

- JOKyMeHTupoBanus kona, APl u unTepdeiicos;

- paboTts! co cnenmanusupoBaHHbM 110 1o TOKyMEHTHPOBAHUIO TPOrPaMMHOI0 KOa

I1K 3.1. Pa3pabareiBaTh TEXHHYECKOE 3a/laHHE Ha BEO-TIPHIIOKCHHUE B
COOTBETCTBUH C TPEOOBAHMSMH 3aKa34MKa.
I[IK 3.2. Pa3zpabGarbiBath BeO-TIPHIIOKEHUS B COOTBETCTBHH C
TEXHUYECKUM 3aJIaHUEM.
INK  3.3. OcymectBiasaTh  TEXHHYECKOE  COMPOBOXKICHUE U
IIM.03 BOCCTAHOBJICHHE BEO-TIPUIIOKEHUN B COOTBETCTBUU C TEXHUYECKUM 3a/IaHUEM.
Ipoekruposarue n INIK  3.4. [Ilpou3BoauTh TecTHpOBaHHWE pa3pabOTaHHOTO  BeO-
pa3paboTka BeO-
N HPUIOKEHHUS.
MPUIIOKEHUI
INIK 3.5. OcymecTtBiiaTh ayauT O€30HaCHOCTH BEO-TIPUIIOKEHUS B
COOTBETCTBUH C PETJIAMEHTOM I10 0€3011aCHOCTH.
IIK 3.6. MoaepHU3MpoBaTh BEO-MIPUIIOKEHHS C YUETOM MPABUII U HOPM
MOATOTOBKH MH(OPMAIIUU JJIs1 IOUCKOBBIX CHCTEM.
1K 3.7. Peanu3oBbIBaTh MEPOIPUATHS IO MPOBIKEHHUIO MPUIIOKEHUSL.
3HaTh:

HUHCTPYMCHTBI 1 MCTObI BLISIBJICHUS T”p€6OBaHPII>'I 3aKa34yrKa K BC6-HpI/IJ'IO)KCHI/IIO;
- THUITOBLIC PCHICHUS 11O pa3pa60TKe Be6-HpHJ'IO)KCHHI7[;
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- HOPMBI M CTaHAAPTHI OQOPMIICHHS TEXHUYECKOH JOKYMCHTAIINH;

- MPUHIHIIBI TPOSKTUPOBAHUS U Pa3pabOTKH UH(POPMAIIMOHHBIX CHCTEM.

- SI3BIKH IIPOTPAaMMHUPOBAHUSI U Pa3METKH sl pa3pabOTKK KIIMEHTCKON M CEPBEPHOI YacTH BeO-TIPUIIOKECHHH;

- TIPUHIMTBI paO0THl 00BEKTHON MOJIENN BEO-TIPUIIOKEHHH 1 Opay3epa;

- OCHOBBI TEXHOJIOTHH KIIUEHT-CEPBED;

- TEXHOJIOTUH Pa3pabOTKH CEpBEPHOI YacTH;

- 0COOEHHOCTH 0TOOpakeHHMs BeO MPHIOKEHHH B pa3Mepax paboyero MpoCTpaHCTBa YCTPOUCTB;

- 0co0eHHOCTH 0TOOpaXkeHHs 371eMeHToB VP B pazniuHbIX Opay3epax;

- 0COOEHHOCTH BHIOPAaHHOMW CpeJIbl IPOrpaMMHUPOBAHKS U CUCTEMBI YIIPaBJICHUs 0a3aMU TaHHBIX;

- SI3BIKH ITPOTPAaMMHPOBAHHUS M Pa3METKHU /ISl pa3pabOTKH KIIMEHTCKOW M CEpBEPHOI YacTH BeO MPHIIOKECHHI;

- TIPUHITUITEI paOOTH OOBEKTHON MOJETH BeO-TIPHIIOKCHHUN U Opay3epa;

- TEXHOJIOTUH ISl pa3pabOTKU aHUMAIIH;

- CHOCOOBI MAaHUMYIISIIMH DJIEMEHTAMH CTPAHUIIBI BEO-TIPUIIOKECHUS;

- BHUJIBI aHUMAIIMH U CIIOCOOBI €¢ MPHUMEHEHNS;

- 3HAKOMCTBO C CYIICCTBYIOIUMH HA0OpaMu CTHIIEH, TakuMu Kak Bootstrap, Foundation, Material Ul u npyrue;

- MMOHUMaHHE OCHOBHBIX KOHIIETIIIMH M BO3MOXKHOCTEH NMPEAOCTaBISIEMbIX HA00OpaMH CTHIIEH U DJIEMEHTOB

yIIpaBJICHUS;

- 3nanue CSS u JavaScript 11 HACTPOIKY 1 pacIIMpPeHus CTHIIEH 1 SJIEMEHTOB YIIPABJICHUsI B BEIOpAaHHBIX Habopax

- XapaKTePUCTUKHU, TUITBI ¥ BUJIbI XOCTHHTOB;

- METOJIBI ¥ CIIOCOOBI Niepeiaun nHpopMauu B cetn HTepHeT;

- YCTPOWCTBO M PabOTy XOCTUHI-CHUCTEM;

- pa3IUYHbIC METOIBI U TEXHOJIOTHH pa3MeIlleHHsI BeO-MPUITOKEHHH, TakuX Kak BupTyanusanust (VMware, Hyper-V),

konteitHepu3aims (Docker, Kubernetes), oonaunsie miardhopmsl (AWS, Azure) u T.1.;

- NPUHIMIEI paboThl BEO-cepBepoB, 0a3 JaHHBIX U APYTHX HEOOXOIMMBIX KOMIIOHEHTOB JUIsl pa3MelleHHs BeO-

NIPUJIOKEHUH;

- METO/Ibl 0E30MACHOCTH U 3aIIUTHI JAHHBIX TPH Pa3MENIeHUH BeO-TIPUIIOKEHUI B CETH;

- OCHOBHBIE [T0Ka3aTell HCIOIb30BaHMsI BeO-TpHI0oKeHMid U CIOCOOBI MX aHaJIH3a;

- periiaMeHThl paboT 10 Pe3ePBHOMY KOIMPOBAHUIO U Pa3BEPTHIBAHUIO PE3EPBHOI KOMUI BEO-IPUIOKEHUN. —
CHoCcOOBI U CPeACTBA MOHUTOPHHIA PabOTHI BEO-IIPUIIOKECHHUH;

- METOABI Pa3BePThIBAHUA BeO-CIYKO 1 CepBEpOB;

- NPUHIMIIB OpTaHU3alUK PAOOTHI CIIYXKOBI TEXHUYECKOH TTOAEPIKKY;

- o0LIMe OCHOBBI pelIeHHs MPAKTUYECKHUX 3a7ay 10 CO3/IaHUI0 PE3EPBHBIX KOMUIL;

- OCHOBHbIE (DYHKIIMOHAJILHBIE BO3MOXXHOCTH M UHCTPYMEHTBI CPEJICTB MOHUTOPUHT, TakKke Kak Zabbix, Observium,

Hakta Heartbeat u npyrux;

- NPUHIMIIB cO0pa 1 aHaIKM3a JaHHBIX MOHUTOPHMHIA JUIS BBLABJICHHS IPOOJIEM M MPOrHO3UPOBAHUS

MPOU3BOAUTENIEHOCTH HHPPACTPYKTYPBI;

- METOABI HACTPOMKU M ONTUMHU3ALUH CPEACTB MOHUTOPUHTA JUTS TOCTH)KEHHUSI MaKCUMaIbHON 3 ()EKTUBHOCTH U

TOYHOCTHU JAHHBIX.

- ceTeBbIe IIPOTOKOJIBI U OCHOBBI Web-TEeXHOJIOTHi;

- COBpPEMEHHBIE METOJMKHU TECTHPOBAHHS;

- SPrOHOMHUKY IOJI30BATENbCKUX HHTEP(EHCOB;

- OCHOBHBIE ITPUHIUITBI OTJIAJKNA M TECTUPOBAHMUS [IPOrPAMMHBIX [IPOAYKTOB;

- METOABI OpPraHU3aMK paboTHl IPH NPOBEACHUH IIPOLIEILYP TECTUPOBAHHUS;

- BO3MOXKHOCTH HCIIOJB3YEMOH CHCTEMBI;

- KOHTPOJIb BEPCHI M BCIIOMOTaTENIbHBIX HHCTPYMEHTAIBHBIX IPOrPAMMHBIX CPENICTB JUIsl 00paOOTKH HCXOJHOTO

TeKCTa MPOrpaMMHOT0 KOJIa;

- perJaMeHT UCIIONB30BAaHUS CUCTEMBI KOHTPOJIS BEPCHIA;

- NpeIMEeTHYIO 00JIaCTh IIPOEKTa IS COCTABIICHHS TECT-TUIaHOB

- HCTOYHHUKH Yrpo3 HHPOPMAIIMOHHON O€30IIaCHOCTH M MEPBI 10 UX NPEAOTBPAILCHHIO;

- perIaMeHTH ¥ METOBI pa3paboTKu Oe30MaCHBIX BEO-TIPHUITOKECHUH;

- pas3MYHbIe HHCTPYMEHTBI M METOMBI IS IPOBEACHHS ayJuTa 0e30MacHOCTH BeO-TIPUIIOKESHHH, TAKHEe KaK CKaHepPhI

ysa3sumoctert (Nessus, OpenVAS), HHCTpyMeHTHI TeCTHpOBaHMS Ha poHuKHOBeHHE (Metasploit, Burp Suite) u ananms konma

(SonarQube);

- OCHOBHBIE YSA3BHMOCTH U PHCKH 0€3011aCHOCTH BeO-TIPHIIOKECHHUHN, TaKHe KaK HHBEKIIMH, MEeKCAHTOBBIH CKPHUIITHHT,

TIOZIIENKA 3aIIPOCOB MEXIY CalTaMU U T.JL.;

- METOBI M PEKOMEHAAIMH 110 YCTPAHEHHIO YSI3BUMOCTEH M IOBBIIICHUIO 0€30MIaCHOCTH BEO-TIPHIIOKEHUI HA OCHOBE

pe3yIbTaTOB aymuTa.

- 0COOCHHOCTH pabOTHI CHCTEM YIIPaBJICHHUS caiiTaMu;

- NPUHIMIBL (YHKIIMOHUPOBAHUS IIOMCKOBBIX CEPBUCOB U OCOOCHHOCTH ONTUMHU3AIMU BeO-TpritoxkeHui Mo HUX

(SEO);

- METOABI ONTHUMU3aNuHU Beb-npunoxkenwnii moy conuansHpie Meana (SMO);

- OCHOBHBIE ITPABUJIa U HOPMBI MOATOTOBKY WH(MOPMAIMH JUIs TOMCKOBBIX CHCTEM, TAKHX KaK UCIIOJNIB30BAaHUE MeTa-

TEroB, ONTHMH3ALHS 3ar0JIOBKOB U OIMHCAHUI CTPaHML], UCIIONB30BaHHE KIFOYEBBIX CJIOB H T.1.;

- TPUHIHMIBI pabOTHI IOMCKOBBIX CUCTEM U aITOPHUTMOB PaHKHPOBAHHS;

- COBpPEMEHHBIE METOJIbl U MHCTPYMEHTBI I aHAJIN3a U ONTUMH3aIMU KOHTCHTA BEO-TIPHIIOKCHUIA;
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OCHOBHBIE ITPUHIMIBI pa3paboTku 1 peanu3ammn SEO-cTpaTternii 1uis MOBBILIEHNS BUIMMOCTH BEO-TIPHIIOKECHUH B
TIOMCKOBBIX CHCTEMAaX.

- OCHOBHBIE ITOKA3aTeNlN HCIIOJIb30BAHMS;

- BeO-TIPMIIOKEHUSI U CITOCOOBI X aHAIIN3a;

- Ppa3IM4HBIE METOJIBI M HHCTPYMEHTHI [Tl cOOpa CTaTUCTUKHU O paboTe BeO-NIPUIIOKEHNH, TaKHe KaK MOHUTOPHHT
cucrem (Nagios, Zabbix), ananurinueckne nHcTpyMeHTHI (Google Analytics, ELK Stack) n uaCTpyMEnTHI IpoduirpoBanms
kona (Xdebug, Blackfire);

- OCHOBHBIE METPHKH U ITOKA3aTeNIN POU3BOIUTEIBHOCTH BEO-TIPUIIOKEHUH, TAKUX KaK BPEMsI OTKIIMKA, TIPOITYCKHAs
CIIOCOOHOCTH, HCIOIb30BAHUE PECYPCOB U T.1L.;

- METO/Ibl ONTUMH3ALNH U YITYYIIEHUS TPOM3BOAUTEILHOCTH BEO-TIPHIIOKEHUI HAa OCHOBE aHaJM3a COOPaHHOM
CTaTHUCTHUKH;

- MIPUHOMTB! YHKINOHHPOBAHHS TIOUCKOBBIX CEPBHCOB;

- BUJBI U METO/IBI pacuyeTa NHIEKCOB muTupyemocTtr BeO-npunoxenuii (THUL, BULL);

- CTpaTeruu MpoBMKEHHs BeO-NpHiIoKeHUIB cet VIHTepHeT;

- BHU/IbI TIOUCKOBBIX 3aIIPOCOB TOJIb30BATENCH B MHTEPHETE;

- MpOrpaMMHBIE CPeCTBa U MIIAT(GOPMBI [UIs TO00pa KIIFOUEBBIX CIIOBOCOYETAHHH, OTpaXkaroluxX cnenuduky caiira;
- HWHCTPYMEHTHI cOOpa 1 aHaIn3a MOUCKOBBIX 3aIIPOCOB;

- OCHOBHbIE ITPUHIIMITBI MAPKETUHTA U TIPOJIBUXKEHHUS TIPHIIOKEHHIH;

- LIENIEBYIO ayIUTOPHIO U KOHKYPEHTHYIO Cpealy B cpepe Npui1oKeHHiT;

- pa3iUYHbIE HHCTPYMEHTHI U IJIaT(GOPMBI JUIsl CO3JIaHMSI M ONTHMHU3AIMN KOHTEHTa, Takux kak WordPress;

- OCHOBHBIE METOJIbI PEKJIAMBI U IIPOJIBIKEHNUS B UHTEPHETE, BKIIIOYasi KOHTEKCTHYIO PEeKJIaMy, peKiaMy B
COLMAJIBbHBIX CETSX U MapTHEPCKUE MPOrPaMMBI;

- MeTo/Ibl aHaIn3a 3(Q(GEKTUBHOCTH MEPOIIPUSTHS O MPOABUKEHHIO U ONITUMH3ALINH CTPATETHH Ha OCHOBE
HOJTyYEHHBIX PE3YJIbTATOB.

YMETHh:

- pacrio3HaBaTh 33124y W/HiK npodiieMy B Mpodecc OHaNbHOM W/WJIH COLMAILHOM KOHTEKCTE;

- aHaJIM3UPOBATh 33/1a4y M/WIH TPOOJIEMY U BBIIENATH €€ COCTaBHbIC YaCTH; ONPEENITh dTalbl PEICHHS 3a]a4H;
BBISIBIISITH ¥ 9 (PEKTUBHO UCKATh MH(POPMAILIHIO, HEOOXOJUMYIO JJIsl PELICHHsI 3a]]a4H W/HIIH POOJIEeMBI;

- COCTaBJIATH IJIaH JCHCTBHSA; ONPEAEIATh HEOOX OAUMBIE PECYPCHI;

- BJIAJIeTh aKTyaJIbHBIMI METOAAMH paboThI B IPO(ECCHOHANBHON 1 CMEXHBIX cepax; pean30BbIBaATh
COCTaBJICHHBIN IIJTaH; OLICHUBATH PE3YJIBTAT U IIOCIEACTBHS CBOUX JIEHCTBUI (CAaMOCTOSTEIHHO WIH C IOMOLIBI0 HACTABHUKA)
- OIpeeNATh 3aJa4t A1 HOUCKa HH(POPMALUH; ONPEAEIATh HeOOXOAUMbIE HCTOUHUKN MH(OpMALN; MIaHUPOBATh
HPOLIECC OUCKA; CTPYKTYPUPOBATH NONTyYaeMyr0 HH(OPMAIHIO; — BBIZCNIATH Hauboee 3HaYMMOe B IIepedHe
nH(OPMaLUK; OLICHUBATH NPAKTHYECKYIO 3HAUUMOCTD PE3yJIbTaTOB ITOUCKA;

- 0(hOPMIIATH PE3yNIBTATHI TOUCKA, TPUMEHATH CpeCTBa HHYOPMAIIMOHHBIX TEXHOJIOTHH JUIS peLIeHNS]
npoecCHOHANBHBIX 337134,

- UCIIONB30BAaTh COBPEMEHHOE POrpaMMHOE 00eCIIedeHHe; HCIIONb30BaTh Pa3IM4HbIe U(PPOBEIE CPENCTBA UL
penieHus npoheCCHOHANBHBIX 33024

- OIpeNIeNATh aKTYaJIbHOCTh HOPMAaTHBHO-IIPABOBOH JOKYMEHTALMHU B PO(ECCHOHATIBHON NeATeIbHOCTH;

- NPUMEHATH COBPEMEHHYIO HAyJHYIO NPO(eCCHOHAIBHYIO TEPMHUHOIOTHIO;

- OIPEeNeIATh U BHICTPAUBATh TPASKTOPHH MPO(YECCHOHAIBHOTO Pa3BUTHS ¥ CaMOOOPa30BaHHUS;

- BBISIBIIATH JOCTOMHCTBA U HENOCTATKU KOMMEPUECKOH HIIeH;

- NPE3EHTOBATh U1 OTKPBITUS COOCTBEHHOTO JIea B POecCHOHANBHOM AeSTEbHOCTH;

- 0o(hopMIIATh OM3HEC-TUIAH; PACCUUTHIBATH Pa3MephI BBIILIAT 110 IIPOLIEHTHBIM CTaBKaM KPEAUTOBAHHS;

- OIpeNeIsITh HHBECTULIMOHHYIO IIPUBJIEKATEIFHOCTh KOMMEPUECKUX Hell B paMKax MpoQeccHoHaNbHOM
JeSTEeNEHOCTH;

- MIPE3eHTOBATH OM3HEC-HUIEIO;

- onpeeNsTh HCTOYHUKH (YUHAHCHPOBAHUS

- OPraHU30BBIBATH PA0OTY KOJUIEKTHBA M KOMAH/IBI;

B3aUMOJICHCTBOBATH C KOJUIETaMH, PYKOBOJICTBOM, KIIMEHTAMH B X0JIe TPO(eCCHOHANBEHOM Aes TEbHOCTH

- TPaMOTHO U3JIaraTh CBOM MBICITH U 0)OPMIIAT JTOKYMEHTHI 10 IPO(eCCHOHATIBHON TeMaTHKe Ha TOCYAapCTBEHHOM
SI3BIKE,

- TPOSIBIISITH TOJIEPAHTHOCTh B Pa0OYEM KOJUICKTHBE

- OIKMCBHIBATh 3HAYMMOCTh CBOEH CIEHaTbHOCTH; NPHUMEHATh CTAHAAPTH AHTUKOPPYIIIMOHHOTO TIOBEACHHSI

- COOJIFOJIATH HOPMBI SKOJIOTHYECKOI 0e30MacHOCTH; ONpeNeNsiTh HalpaBJICHHs peCypcocOepeKeH s B paMKax
npoheCCHOHATBHON IeITENHbHOCTH 0 CIIEIUaIbHOCTH

- OCYILECTBIIATH pabOTy ¢ COOITIOICHUEM TIPHHIIMITOB OEPEKITMBOTO IPOM3BOJICTBA; OPraHU30BBIBATH
Npo(eCCHOHANBHYIO ISSITENILHOCTD C YYETOM 3HaHHI 00 N3MEHEHHH KJIMMAaTHYECKUX YCIOBHI pernoHa

— WCIIONB30BaTh (DU3KYIBTYPHO-030POBUTEIBHYIO NEITEIbHOCTD IS YKPEIUICHHS 3J10POBbSI, TOCTHIKCHHSI
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KM3HEHHBIX U NPO(eCCHOHATBHBIX LIENIEH; TPUMEHSITh PallMOHAIbHBIC TIPUEMBI IBUTATEIBHBIX (QyHKIMH B
poeCcCHOHANBHOM JIESITEeFHOCTH;

- TIOJTB30BATHCSI CPEACTBAMH POMIIIAKTHAKY TTEPEHANIPSHKSHUS, XapaKTepHBIMHU ISl TAHHOM CHeNHaIbHOCTH

- TIOHMMATh OOIIMI CMBICI YETKO ITPON3HECEHHBIX BHICKa3bIBAaHNI Ha M3BECTHBIE TEMBI (IpodeccnoHalbHbIE U
OBITOBEIE), TOHUMATh TEKCTHI Ha 0a30BbIE MPOQecCHOHaNIbHBIE TEMBI; YHaCTBOBATh B JMAJIOrax Ha 3HAKOMBIE O0IIHE U
npoeccCHOHANBHBIE TEMBI;

- CTPOUTBH NMPOCTHIE BEICKA3BIBAHUS O ce0e U 0 CBOeH MPOoeCCHOHATBHON eI TENbHOCTH; KPaTKO 00OCHOBBIBATH U
OOBSCHSTH CBOM JIEUCTBUS (TEKYIIUE U TTIAHUPYEMBIE);

- ITHCaTh MPOCTHIE CBSI3HBIE COOOIIEHNS Ha 3HAKOMBIE HJIM HHTEPECYIOLIHE PO ECCHOHATILHBIE TEMBI

- TIPOBO/INTH AHKETUPOBAHKE M MHTEPBBLIOMPOBAHKE IS BEISIBJICHUSI TPEOOBaHUM 3aKa3umKa;

- oopMIIATh TEXHHYECKYIO JOKYMEHTAIMIO B COOTBETCTBUH C HOPMaMH M CTaH/IapTaMu;

- OCyIIECTBIICHHE BHIOOpA OTHOTO U3 THITOBBIX PEIICHUH MO pa3padoTKe BeO-IPHI0KEHHI;

- paboTHI CO CHEeNUATU3UPOBAHHBIM IPOrPAMMHBIM 00€CTIEUeHHEM IS TUIAHUPOBAHUS BPEMEHU M OpraHu3aliu
PpaboThI ¢ KITMEHTAMH.

- pa3pabaThIBaTh IPOrPaMMHBII KOJI KITMEHTCKOM 1 CepBEPHON YacTH BeO-TIPHIIOKEHHH;

- WCIIOIb30BaTh SI3BIK Pa3METKH CTPaHHUI] BEO-TIPUIIOKEHUS;

- oopMIISATH KOJI IPOrpaMMBbI B COOTBETCTBUH CO CTAHIAPTOM KOIMPOBAHUS;

- UCIIOJIb30BaTh OTKPHIThIE OUOINOTEKH U (PPEHMBOPKH;

- UCII0JIb30BaTh BEIOPAHHYIO Cpe/ly POrpaMMHUPOBAHUSI U CPEJICTBA CUCTEMBI,

- YIIPaBJISITh 0a3aMH JIaHHBIX;

- OCYIIECTBIISITh B3aUMOJCHCTBIE KIIMEHTCKOW M CEPBEPHOI YacTel BeO MPHIOKEHHH;

- pa3pabaThiBaTh KOA WH(POPMAIIMOHHBIX CUCTEM;

- pa3pabaThiBaTh MPOrPAMMHBIH KO KJIMEHTCKON YaCTH BEO-MPHIOKCHHI;

- 0(hOPMIIATH KOJ| IPOrPaMMBI B COOTBETCTBUH CO CTaHIAPTOM KOIUPOBAHMS;

- HCIIOIb30BaTh 00OBEKTHBIE MOJIENH BeO NPUIOKEHHH U Opay3epa;

- pa3pabaThIBaTh AaHUMALIMIO T BeO NPHUIIOXKEHHH JUIS TOBBILICHHUS €r0 JOCTYITHOCTH U BU3YalbHOM
NPUBJIEKATENEHOCTH;

- HCIIONB30BaTh OCHOBHBIE NPUHIIMIIBI JU3aliHa HHTepdelica MOoIb30BaTeNs U YIIPABICHUS CTUIISIMY,
NpeOCTaBIEMBIMH HabOpamu;

- HCIIONB30BATh TOTOBBIE KOMIIOHEHTHI M CTHIIH T () (eKTHBHOM 1 OBICTpOl pa3paboTku MHTepdeiica;

- CIIOCOOHOCTD alaliTUPOBATh U HACTPAMBATh CTHIIM M 3JIEMEHTHI YIPABICHHS TS JOCTH)KEHUS KEIaeMOoro
BU3YaNbHOTO 3(h(heKTa U COOTBETCTBUSI TU3aUHY

- BBIOMPATh XOCTUHT B COOTBETCTBHH C ITapaMeTpaMy BeO-TIPUIIOKEHNUS;

- COCTaBJIATh CPABHUTEIBHYIO XapaKTEPUCTUKY XOCTHHTOB U BBIJETIEHHOTO BUPTYaJIbHOTO CEPBEPA;

- MOHUMATh TPEOOBAHUSI U MOTPEOHOCTH BEO-MIPUIIOKEHUH Il BBIOOpa HanboIiee MoIXO/IsIIEero MeToa u
TEXHOJIOTUH Pa3MeIeHHs;

- BBINOJHATh HACTPOMKY U KOH(UTYpaIMU CEpPBEPOB Uil 00ECTIeUCHUsI CTA0MIBHON pabOThl BEO-IIPUIIOKEHUIT,
- CIIOCOOHOCTH MOHUTOPHTH U aHAIM3UPOBATH IIPOH3BOJUTEIBHOCTE BEO-IPHIIOKEHUI ISl ONTUMHU3ALUH U
YITy4qIIeHus: paboTEHI;

- MOZKJIIOYATh U HACTpauBaTh CUCTEMBI MOHUTOPHHIA paboThl Beb-npriioskeHuii u coopa CTaTUCTHKU €ro
HCIIONB30BaHHS;

- yCTaHABJIMBATh M HacTpamBath BeO cepBepa, CYB/ misa opranmsanuy paboTsl BEO-TIPHIIOKESHNUH;

- paborats ¢ cucremamu Helpdesk;

- BBIICHATB M3 OECeIbl C 3aKa3YMKOM W IIOHMMATh NPUYMHBI BO3HHUKIINX aBapUHHBIX CUTYAIMi ¢ HH(OPMAHOHHBIM
pecypcom;

- aHAJIM3UPOBATH U PEIIATH TUIIOBBIE 3aIIPOCHI 3aKa3YHKOB. BHIIOIHATH PErIIaMEHTHBIC MPOLCAYPHI 110
Ppe3epBUPOBAHUIO JTAHHEIX;

- YCTaHaBIIMBATh IPHKIAIHOE POrPaMMHOE 00ECIICUCHHE JUTsl PEe3ePBUPOBaHMs BeO MPHIIOKEHH;

- MMOHUMATh MPUHIMIBI pabOTHl M APXUTEKTYPHI CPEJICTB MOHUTOPHHTA COCTOSHUSI HHPPACTPYKTYPHI;

- HacTpauBaTh MOHUTOPUHTOBBIE TTAPAMETPBI M METPUKH B COOTBETCTBHH C TPEOOBAHUSIMHU M MOTPEOHOCTSIMHU
nH(PaCTPYKTYpBHI;

CHOCOOHOCTh AaHAJTM3UPOBATH JaHHBIE MOHUTOPHHTA M IPUHUMATh ACHCTBUS IJIs1 YCTPAHEHUS

- BBINOJHATH OTIAJIKy M TECTUPOBAHHE MPOrPAMMHOI0 KoJia (B TOM YHCIIE C NCTIONh30BAHUEM HHCTPYMEHTAIBHBIX
CpeICTB);

- BBINOJIHATH ONTUMHU3AIMIO U pepaKTOPHHT IPOrPaMMHOTO KOJIa;
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- KOZMPOBAaTh HAa CKPUIITOBBIX S3bIKAX IMPOrPaMMHUPOBAHNS;
- TECTUPOBATH BEO-TIPUIIOKEHUS C MCIIOIb30BaHUEM TECT-TUIAHOB;

- MIPUMEHATh HHCTPYMEHTHI IIOATOTOBKY TECTOBBIX IaHHBIX;

- BBIOMpaTh M KOMOMHUPOBATH TEXHUKU TECTHPOBAHUS BEO-TIPHIIOKCHHUH;

- paborath ¢ cucTeMaMy KOHTPOJISI BEPCHI B COOTBETCTBHU C PETJIAMEHTOM HCIIONIB30BAHUS CHCTEMBI KOHTPOJIS
BepCHUl;

- BBINOJHATH ITPOBEPKY BEO-TPHIIOKEHHS TI0 TEXHUYECKOMY 3a1aHHIO

- OCYIIECTBIISITH ayAUT O€30IaCHOCTH BeO MPHII0KEHHI;

- MOIU(UIIMPOBATH BEO-TIPHIIOKEHHE C LIENbIO BHEAPEHUS MPOTPaMMHOI0 KO/Ia IO 00ECTIeYeHHI0 Oe30IacHOCTH €ro
paboTsr;

- CHOCOOHOCTH MPOBO/IUTH ayAHUT O€30MACHOCTH BEO-TIPUIIOKEHUH, UCTIONB3Ys pa3INYHbIe HHCTPYMEHTHI U METOPbI,
TaKHe KaKk CKaHUPOBaHHUE YsI3BUMOCTEH, TECTUPOBaHHE HAa MPOHUKHOBEHHE U aHAJIU3 KOAA;

- aHAJIM3UPOBATh MOIYYEHHBIE PE3YJIbTaThl AyIUTa U TECTUPOBAHUS Ha IPOHUKHOBEHUE IS ONPEeIeHHS
YSA3BHUMOCTEH M PUCKOB OE30ITaCHOCTH;

- TMIPE/IOCTABIISATH OTYETH M PEKOMEHIAIMH 110 YAYYIICHHIO 0e30MacHOCTH BeO-TIPHIOKEHU I Ha OCHOBE MPOBEICHHOTO
ayauTa.

- MOIU(UIIMPOBATH KO BEO-TIPUIIOKEHHUS B COOTBETCTBHHU C TPEOOBAHUSIMU M PETJIAMEHTAMH ITOUCKOBBIX CUCTEM.
pasMeniaTh TEeKCTOBYIO U rpaduuecKkyto HH(POPMAIHIO Ha CTPaHUIaX BeO MPUIIOKEHUS;

- penaxtupoBath HTML-kox ¢ ucnons3oBaHueM cucreM agmuHucTpuposanus. IIposepsts HTML-kon Ha
COOTBETCTBHE OTPACIIEBBIM CTaHAAPTAM;

- CHOCOOHOCTh aHAJM3UPOBATh U ONTHMU3UPOBATh KOHTEHT BEO-TPHIIOKEHHH C y4eTOM TpeOOBaHHM MTOMCKOBBIX
CHCTEM;

- HCIIOJIb30BaTh UHCTPYMEHTHI JJI aHaJIN3a KIIFOUCBLIX CJIOB, aHAJIN3a KOHKYPCHTOB U MOHHUTOPUHTA HOBI/IL[I/Iﬁ B
TMIOMCKOBOM BhIIAUe;

- pa3pabaTsIBaTh U peanu3oBbiBaTh SEO-cTpaTernu s MOBbILIIEHNS BUAUMOCTH BeO-IIPHIOKEHHI B IOMCKOBBIX
CUCTEMAX.

- MOAKIIFOYATh U HACTPaUBaTh CUCTEMbl MOHUTOPHHIA PaboTel BeO-npunoxenuil u cbopa CTaTUCTUKHU €ro
HCIIONb30BaHUS;

- COCTaBIISITh OTYET IO OCHOBHBIM MOKa3aTeNsIM UCIONb30BaHus BeO-npunoxkennii (peTHHT, HICTOUHHUKY U TTOBEJICHHUE
ToNb30BaTeleil, KOHBEpCHs U 1Ip.);

- CIIOCOOHOCTH HACTPOHUTH COOP CTATUCTUKH O PAabOTe BEO-MIPUIIOKEHNH, UCIIONB3Ys pa3InuHble HHCTPYMEHTHI U
TEXHOJIOTUH, TAKUE KAK MOHUTOPHHI CHCTEMBI, JKypHAJIbl CEPBEPA, HHCTPYMEHTBI aHAJIUTUKU U T.11.;

- aHAJIN3UPOBATH COOPAHHYIO CTATUCTHKY IS BBIABICHUS IPOOJIEM M ONTHMHU3ALUH IIPOU3BOJUTEIBHOCTH BEO-
MIPWIOXKEHUH;

- YMEHHE NPeJOCTaBIIATh OTYETHl U PEKOMEHIALHMH 110 YITY4IICHUIO PaO0Thl BeO-IPHIOKEHNH Ha OCHOBE COOpaHHOM
CTaTUCTHKH;

- MIOAKIIIOYATh ¥ HACTPAMBaTh CHCTEMBI MOHUTOPHHTA paboThl BeO-npunoxenuil u coopa CTaTUCTHKH €T
HCIIONb30BaHUS;

- paboTtats C cucTeMaMu MPOABIDKEHUS BeO MPHUIIOKECHUN;

- yONMMKOBaTh HHPOPMALUHK O BeO NPIIOKEHUN B CIELHMAIBHBIX CIIPABOYHUKAX U KaTaJorax;

- OCYIIECTBIIATH OAOODP U aHANN3 KIIIOYEBBIX CIIOB M ()pa3 Ui COOTBETCTBYIOLIEH MPEeIMETHOI 00J1acTH C
HCIONB30BaHUEM CIELMATH3UPOBAHHBIX POrPAMMHBIX CPEICTB;

- COCTaBJIATH TEKCTHI, BKIIIOYAIOIIUE CCBUIKH HA MPOJBUTAEMBIN CAlT, Ul Pa3MEIEHUS HAa CaliTax MapTHEPOB;

- OCYILECTBIISATH ONTHMU3ALUIO IPUIIOKEHUH C LIENBIO ITOBBIIIEHUS €70 PEUTHUHTA B CETH HHTEPHET;

- YMEHHE pa3pabaTblBaTh U PEaTM30BBIBATH CTPATETHH IPOABHIKCHHS MPUIIOKECHUH, yIUTHIBAs IENH OM3HECA U
MOTPEOHOCTH IETIEBOH ayANTOPHH;

- IIPOBOJUTH MAapPKETUHT OBBIE HCCIIEJOBAHUS JUIsl ONPEEIECHNUS LIETIE€BOM ayIUTOPHH U KOHKYPEHTHOHN CpEJIbL;

- C03/1aBaTh KaUECTBEHHBIN KOHTEHT ISl IPUBJICYECHHS U YAEPKaHUS MOIb30BaTENEH, BKIIOYAsl OMUCAHUS
TIPUIJIOXKEHUS], BUAEO 0030pbI, OJIOTH U COIMaIbHBIE MEHa ITyOIINKalny;

- aHaIM3UPOBaTh 3()(HEKTUBHOCTH MEPONPHATHH MO IPOJBIKEHUIO M ONTHMHI3HPOBATH CTPATETHIO HA OCHOBE
MOTYYEHHBIX PE3YIIbTaTOB.

BJIAZJETH HABBIKAMMU:

- cOopa npeaBapUTENbHBIX JAHHBIX JUTS BBISIBICHHS TPEOOBaHMH K BEO-TIPIIIOKEHUIO;

- OIIpeIeTIeHUsI IepBOHAYANBHBIX TPeOOBAHMH 3aKa34nKa K BEO-TIPHIIOKECHHUIO X BO3MOXXHOCTH UX PealIn3alyy;

- 11o00pa ONTHMANIBGHBIX BAPUAHTOB PEalTM3alliy 33134 U COrJIAaCOBAHUE UX C 3aKa3UHKOM;
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pa3paboTKy TEXHHYECKOr0 3aJaHusl Ha BeO-TIPUIIOKEHNE B COOTBETCTBHH C TPEOOBAHMAMH 3aKa3uHKa.

- BBINOJTHEHHS BEPCTKH CTPAHUIL BeO PUIIOKEHUI;

- KOJIMPOBaHUS Ha sI3bIKax BEO MMPOrpaMMHPOBaHUS;

- pa3paboTku 0a3bl JaHHBIX;

- YMEHHS UCIIONIb30BaTh CIEHaIbHbIEC TOTOBbIE TEXHUUECKHE PEIICHNUS TIPH pa3paboTKe BeO MPHIIOKEHHIH;

- BBINOJHEHHS Pa3pabOTKH NH(POPMALMOHHBIX CUCTEM;

- pa3paboTku uHTEepdelica MoIb30BaTENs;

- pa3paboTKN aHUMAIMOHHBIX (P PEKTOB;

- pa3paboTku HHTEP(EHCOB IMOIB30BATENS, UCTIONB3Ys CYLIECTBYIONINE HAOOpHI CTUIIEH, Takue Kak Bootstrap nnm
Foundation, muist co3anust MpuBJIEKaTEIHHOTO M COTTIACOBAHHOTO BU3YaJIbHOI'O O OPMIICHHUS;

- MIPUMEHEHHS TIPEyCTaHOBIEHHBIX 3JIEMEHTOB YIIPABJICHUs, TAKUX KaK KHOMKH, OpMBI, MEHIO U T.]1.,
MIPE/IOCTaBIISIEMbIX B BEIOpaHHBIX HA0Opax CTHIIEH;

- aJIanTaluy ¥ HACTPOUKHU CTHJICH U 3JICMEHTOB YIIpaBIIeHHS ¢ ucmoiab3oBanueM CSS u JavaScript

- YCTaHOBKH U HacTpoiiku BeO cepBepoB, CYB/] s opranusaiuu paboThl BeO-NPHI0KCHUN;

- WCIIONIb30BaHHsI MHCTPYMEHTAIBHBIX CPENICTB KOHTPOJISI BEPCUI CXOAHOTO Kozia U 0a3 IaHHBIX;

- NIpoBeieHUs paboT 1Mo Pe3epPBHOMY KOITMPOBAHHIO BEO-TIPHIIOKEHUIT;

- BBINOJHEHHS PETUCTPaLMK U 00pabOTKH 3aIpOCOB 3aKa3yKKa B CIY)KOe TEXHUYECKOW MOIIEPIKKY;

- HACTPOWKH M UCIIOIB30BaHMUS CPEJCTB MOHUTOPHHTA COCTOSIHUS MH(PACTPYKTYphI, TaKUX Kak Zabbix, Observium,
Hakta Heartbeat u npyrux;

- CO31aHUA U HaCTpOﬁKH MOHHUTOPHUHIOBBIX I_H8.6J'[OHOB JJIA OTCIIC)KHUBAHUA Pa3JIMYHBIX NApaMETPOB U METPUK
UH(PACTPYKTYPHI;

- KOH(UTypalyi U HACTPOMKH YBEJTOMIICHU 1 OMOBELEHUH [l MOHUTOPUHTA COCTOSHUS HHPPACTPYKTYPBI;

- aHaJIM3a U UHTEpIpETallu JaHHbIX, CO6paHHI>IX C IOMOULIBIO CPEACTB MOHUTOPHHTA, JId BBIABJICHUA l'[pO6J'IeM u
YIY4IIEHUs IPOU3BOANTEIBEHOCTH;

- yOnuKanuy BeO-IPUIOKEHHs Ha 0a3e XOCTUHIA WM BBIISIICHHOTO BUPTYaJIbHOTO cepBepa B ceTH MHTepHeT;
- pa3MereHns BeO-NPHIOKEHUH B CETH € HCIIOIb30BAHUEM Pa3IMYHBIX METOJOB M TEXHOIOTHH, TAKUX KaK
BUPTYaJIM3alMs, KOHTEHHepH3aIys, o0ayHble mI1aTGOopMbL U T.1.;

- HACTPOMKH M KOH(UTypaluK CepBEpOB Ul XOCTUHIA BEO-IIPUIOKEHUH, BKJIIOYasi yCTAaHOBKY HEOOXOJUMOro
MPOrpaMMHOI0 00ecIeueHH s, HACTPOIKY CETEBBIX MapaMeTPOB U OE30MaCHOCTH;

- yIpaBJIeHUs 1 MOHUTOPUHTA PAOOTHI BeO-TIPHIIOKEHHUH, BKITIOYasi OTCISKUBAHNE TOCTYITHOCTH U
MPOU3BOAUTENILHOCTH, PE3EPBHOE KOMMPOBaHUE JAHHBIX M OOHOBJIEHHE ITPOrPaMMHOI0 00ECTIeYeHNS;

- petenust mpoGJieM, CBSI3aHHBIX C pa3MelIeHHeM BeO-TPIIOKEHHH, TAaKMX KaK HEeloaIku B paboTe cepBepoB, cOOH B
CEeTH WK TPOOJIEMBI ¢ 0€30MaCHOCTBIO.

- HCIIONB30BAHNS HHCTPYMEHTAIBHBIX CPEACTB KOHTPOJIS BEpCHid 1 0a3 TaHHBIX, ydeTa Ae(eKToB;

- TECTUPOBAHUS BEO-NPHIOKEHUH C TOUKU 3PEHUS JIOTHYECKOH LETOCTHOCTH;

- TECTUPOBAHMS HHTEIPALIMN BeO-TIPHIIOKEHHUSI C BHELIIHIMH CEPBHCAMU M YYETHBIMU CHCTEMaMH

- obecmieueHns 6e30macHoi u 6ecriepeOoHOI paboTHI;

- OCYILIECTBIICHUS ayAnuTa 0€30IaCHOCTH BeO-TIPUIIOKEHNS B COOTBETCTBHH C PETJIAMEHTOM 110 O€30I1aCHOCTH;

- UICHTH(UKALMN TIOTeHIIHAIBHBIX YA3BUMOCTEH H PUCKOB 0€30I1aCHOCTH BEO-TIPUIIOKEHHS;

- NPOBECHUS TECTUPOBAHMS Ha IPOHUKHOBEHUE JJIsl IPOBEPKH YPOBHS 3aIIUTHI BEO-TIPUIIOKEHHS;

- aHAJIN3 MOJYYEHHBIX PE3YJIbTATOB ayJUTa U TECTHPOBAHHS Ha TIPOHUKHOBEHHE IS ONPENIeNICHHUs ClabbIX MECT H
PEKOMEHIAIHI 10 MX YCTPAHEHHUIO

- MOJICPHH3AIIMH BEO-TIPUIIOKEHHUH ¢ yIE€TOM HPAaBHI M HOPM IOATOTOBKH MH()OPMAIIMH IJIsl TOMCKOBBIX CHCTEM;
- aHaJIN3a U ONTUMHU3AIMHI KOHTEHTA BeO-NIPIIIOKEHUI C Y4eTOM MPaBHI M HOPM MOATOTOBKU MH(OpMAaIMu st
TIOMCKOBBIX CHCTEM;

- HCIIONB30BAaHMS COBPEMEHHBIX METOIOB M HHCTPYMEHTOB ISl YITyUIICHHS BUIUMOCTH BEO-TIPHIIOKEHUH B
TIOMCKOBBIX CHCTEMaXx;

- npuMeHerne SEO-cTpaTeruii i NOBBIMICHUS PEUTHHTA 1 IPUBJICUYCHUS [IETIEBOM ayUTOPHH.

- peanu3aniuy MEpONPHUITHI MO IPOABIKEHUIO BeO-TIPHIIOXKeHNit B ceTn VIHTEpHeT;

- cOopa ¥ IpeBapUTENFHOI0 aHAIN3a CTATUCTHYECKYI0 HHPOpMAIK 0 paboTe BeO-TIPUIIOKEHNH;

- cOopa cTaTH4ecKoi CTATUCTUKH O paboTe BeO-NPUIIOKEHHUH, TAKOW KaK BPeMsI OTKJIMKA, KOJINYECTBO 3alIpOCOB 1
OIIMOOK, MCTOJIB30BAHUE PECYPCOB U T.1.;

- aHaJM3a COOpPaHHOM CTATHCTHKH IS onpeseneHus 3 eKTHBHOCTH paObOThl BeO-NPHIIOKEHUS U BBISIBICHHS
BO3MOXKHBIX MIPOOJIEM WJIN Y3KHX MECT;

- MIPUMEHEHHS] METO0B M HHCTPYMEHTOB JJIsl aHAJIN3a MPON3BOIUTEIEHOCTH BEO-TIPHIIOKEHHUH, TAKHX KaK

14




MOHUTOPHHT CHCTEM, aHAJTNTHKA TAHHBIX W MPOQITHPOBAHNE KOJIa;

- peanu3anuy MepOIPHUATHI 110 TIPOIBIKEHUIO BEO-TIpIIIOKeHUIT B ceTn VIHTEpHET;

- cO0Opa U IpeIBAPUTEIIBHOIO aHAIN3a CTATUCTUICCKON HH(POPMAIIHU O padOTe BEO-TPUIIOKCHH;

- pa3paboTKH U peaTu3aliuyl CTPATETUH TPOABIKCHUS TIPIIOKEHUS] B COOTBETCTBHH C IEIISIMU M MTOTPEOHOCTSIMH
Ou3Heca;

- MIPOBEICHUS MaPKETHHIOBBIX MCCIICIOBAHUI IS OMPE/ICIICHUS IIEICBOM ayTUTOPHU U KOHKYPEHTHOM CPEeIIbL;
- CO3JIaHUsI ¥ ONITUMHU3AIMY KOHTSHTA JJIsl TIPUBJICYCHUS M YIICPKAHUS MTOJIh30BATEIICH, BKIIFOYAsT OIMUCAHUS
MIPUJIOKEHUS, BUIIEO 0030PbI, OJIOTH U COIMATBHBIC MEHa ITyOTUKAIIHH;

- pa3pabOTKU M peau3aliiy PeKIaMHBIX KaMITaHUN JJIS TIOBBIICHHS BUMMOCTH PWIOKEHUS, BKITFOYas
KOHTEKCTHYIO PEKJIaMy, PEKJIaMy B COIIMATBHBIX CETAX W MapTHEPCKUE MPOTrPaMMBbT;

- aHanu3a 3 HEKTUBHOCTH MEPOIPUATHH IO MPOABMKCHHIO U ONTHMHU3AIINSA CTPATETHH Ha OCHOBE MOJTYICHHBIX
PE3yNbTaTOB;

- pa3pabOTKU M peau3aliiy PeKJIaMHbBIX KaMIIaHUK JIJIs TIOBBINICHHS BUAMMOCTH TPHWIOKEHUS, BKITIOYAs

KOHTCKCTHYIO PEKJIaMy, PEKJIIaMy B CONUAJIBHBIX CCTAX U MAPTHEPCKUE NPOIrPaAMMBIL.

2.1 KosinuecTBO 4acoB Ha 0CBOeHHe padouell NporpaMMbl y4eOHOMH NMPAKTHKHU:
Bcero — 1188 uacos, B ToM uncie:

B pamkax ocBoenusi IIM. 01 «Pa3pa6oTka, aAMUHUCTPUPOBAHHE M 3AIIUTA 0a3 TaHHBIX»:
VI1.01: 396 yacos;

B pamkax ocBoenusi [IM.02 «Pa3padoTka u MHHTerpamusi MoayJieii MPOrpaMMHOro odecneyeHus»:
VI1.02: 396 yacos

B pamkax ocBoenus [IM.03 «IIpoexTHpoBaHHe, pa3padoTKa M ONTHMHU3ANMS BeO-NIPUIOKEHHI»
VI1.03: 396 yacoB;

Pacnpenesnenne 4acoB yueOHOI MPAKTHKH MO KypcaMm:

Ne kypca IIM.01 — 396 yacoB IIM.02 - 396 yacoB IIM.03 — 396 yacoB
216 yacoB
1 xype IIpoexTupoBanue u

216 yacoB: | pa3paboTka 0a3 JaHHBIX

180 yacos
[TpoexTupoBaHue u pazpaboTka
BeO-ITPUIIOKEHUH

180 yacos
2 Kypc VYnpasienue 6azamu
360 yacoB: | 1aHHBIX

60 yacos 108 yacos
Pa3paboTka nporpaMMHBIX OnTtumu3anus BeO-puIoKeHu
MOIyJIen 108 yacos
3 Kype 60 yacoB ObecnieueHne 0€30MaCHOCTH
396 yacoB Ocyl1iecTBieHue UHTErpaliy | BEO-IIPUII0KEHUI

MIPOrpaMMHBIX MOTyJen

60 yacos
IIporpammupoBanue B 1C

78 yacos
[loanepxka u TecTUpoBaHUE
MIPOrpaMMHBIX MOyJen

78 yacoB

15

4 kypc
216 yacoB




be3onacHOCTh IPOrpaMMHOTO
obecrieueHHs
54 yaca
IloaroroBka K 1eMOHCTPALMOHHOMY 3K3aMeHY
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3. TEMATUYECKUM IVIAH U COJEP KAHUE YYEBHOM ITPAKTUKH

2 YpoBenn
Kosmn4yecTBo
Tembl ypoKkoB 11/0, HAMMeHOBaHHe PadoT yCBOEHH
4acoB
s
1 kypc (2164acoB)
IIM. 01 «Pa3pa6oTka, aAMMHHCTPUPOBAHKE M 3AIIUTA 023 JAHHBLIX 396
YI11.01.01 IMpoekTupoBanue U pa3padoTka 06a3 JaHHBIX 216
Copep:kanme (ykasvisaemcs nepeuenb OUOAKMULECKUX eOUuHuU)
1 BBoaHoe 3aHsiTHE 3HakoMcTBO ¢ ipodeccreis, ¢ 060pyIOBaHUEM, OpTaHU3alMeN PaboUero MecTa.
TexHuuka 0e3011aCHOCTH nmpu pa60Te Ha KOMITBIOTEPC. HomapHaﬁ 0€e30I1aCHOCTb. 6 2
OneKkTp0o0e301acHOCTb.
2 | IIlpoekTpoBaHue CTPYKTYPbI J1aHHBbIX. Pa3paboTka cTpykTypbl 0a3bl gaHHbIX (BJ]) 54 3
Tema 01.01. 3 Ormpenenenre KIIFOYEBBIX TIOJIEH U CBsI3el Mex Ty Tabiumamu b/ 48 3
HpoeKTHpOBaHHe 4 Peanuzanus moazanpocos. 48 3
u pa3paborka 0a3 | g Peanu3arus SKCropTa JaHHEIX B oT4eT opmarta Excel 16 3
AAHHbIX 6 Peanuzanus skcnopra qadHeix B Word 16 3
7 ®opmupoBanue otuetoB FastReport 16 3
8 IIpomeskyToUHAasi aTTECTALMA. 12 3
Bcero nmo YI1.01.01 216
Bcero 3a 1 kypc 216




IIM. 01 «Pa3pa6orka, aIMMHHCTPHUPOBAHME U 3aHIMTA 023 TAHHBIX
VI1.01.02 YnpaBJjienue 6a3aMu JaHHbBIX 180
Copep:xkanue
1 TexHuka 6e30macHocTH. Pa3paboTka TEXHHUECKOTO 33 JaHs 6 3
2 PazpaboTka 00beKTOB 0a3 JaHHBIX B COOTBETCTBUH C PE3YJIbTaTAMU aHAIN3a TPEAMETHON 18 3
oOnactu
3 dopManu3arus JaHHbIX 18 3
4 KOHHCHTyaHBHaSI, JJOrH4eCKas nu (I)I/I3I/I‘-ICCK3H MOJCIb JaHHBIX 18 3
Tema 01.02 5 Pensimonnas cxema 6asel qanHbIX B cpene CYB/I. 18 3
YipasieHue 6a3amu 6 ABromartuzaius o0CIy>KUBaHHs 0a3bl JAHHBIX 18 3
JTAHHBIX 7 MoHuTOopuHT paboThl 0a3bl JaHHBIX 18 3
8 9KCHOpT JaHHBIX 633])1 B TOKYMCHTBI I10JIb30BAaTEIIA 18 3
OrpaHudeHus 10CTymna K JaHHBIM 18 3
Brmonaenne pesepBHOro KonmupoBaHusa. BoccranoBinenne 6a3bl JaHHBIX U3 PE3EPBHOMN KOIIHH. 18 3
Odopmnenue ordera 6 3
IIpomexyTOUHAs aTTeCTALUS 6 3
Bcero no YI1.01.02 180
BCEI'O no I1IM.01 396
IIM.03 «IIpoexTHpoBaHune, pa3padoTKa 1 ONTHMHM3ANUs BeO-TPHII0KEHU I 396
¥YII 03.01 ITpoexkTHpoBanue U pa3padoTKa BeO-NPHUI0KESHHUI 180
Conep:kanme (ykasvisaemcs nepeuetb OUOAKMULECcKux eOuHul)
1 AnkerupoBanue. UnrepsproupoBanue. COCTaBIECHUE aHKETHI VIS ONIPEAEICHUS
MOTpeOHOCTH KIMEeHTa B CO3/]aBaeMOM ITporpaMMHOM obecnieueHuu. [IpoBenenue 6 3
AQHKETUPOBAHUS JUISI OTIPEIeNICHNUs] MOTPEOHOCTH KIMEHTA
Tema 03.01 2 Pa3pabotka TeXHUYECKOTO 3a/1aHUs. CocraBnenue T?XHI/I‘IGCKOIZ nmokyMeHTarn. Pazpabotka u 18 3
BE/ICHNE TEXHMYECKOW JJOKYMEHTAIMH Ha IporpaMMHbIA ipoaykt coriaacHo OCT
IIpoexTHpOBaHNE 1 3 Pa3paboTka KOHTeHTa BeO- NPUIIOKEHUS 48 3
paspaboTka Bgﬁ- 4 Co3nanne koaa Beo-npuiioskeHusi. Co3anue Koja BeO- IPUIIOKEHHS B COOTBETCTBHH C 66 3
HPUJIOKEHUH TpeOOBAHMAIMH U perJaMeHTaMH OMCKOBBIX CHCTEM
5 Co3nanue 0a3bl JaHHBIX 18 3
6 Momnpuxanua HTML-kona nins pa3paboTKku cucTeM aiMAHHACTPHPOBAHHA 3] 3
7 3anyck u npoBepka padoTOCNOCOOHOCTH Bel-NPUJIOKEHUS 12 3
81 | IpomexyTouHAast aTTECTAL U 6 3




Bcero o YI1.03.01

180

Bcero yacoB 3a 2 kypc

360




IIM.02 «Pa3paboTka u HHTErpauusi MojayJieil IPpOrpaMMHOro odecrne4eHus 180
YI1.02.01 PaspaGorka nporpaMMHBIX MOTy.Iei 60
1 Pa3zpaboTka Moyset uisi B3aUMOJICHCTBUS C TI0Ib30BATEIIEM 12 3
VI1.02.01 2 Pa3paboTka Moayneii MHOTOOKOHHOT'O TIPHIIOKEHUS 12 3
Paspaborka 3 Paspabotka cruieil 11 BeO-IpUII0KEeHNs 12 3
NMPOrpaMMHBIX =
Moyreii 4 Pa3paboTka mporpaMMHBIX MOJTYJICH JIJ1si paOOThI ¢ 0a3aMH JaHHBIX 12 3
5 PaspaboTka Moysieit st paboThl ay IO U BHICO U U300pasKeHU I 12 3
BCEI'O no YII1.02.01 60
YI11.02.02 UaTerpanus NnporpaMMHbIX MOYJIeH 60
1 Co3nanne KIMEHTCKOT0 MPHUJI0KEHUsI 17151 paboTsl ¢ myonuyHbiM AP, amst pabotel ¢ myOaumaHbIM 18 3
WebSocket
YI1.02.02 2 Co3znanue REST API npuiiokeHusi ¢ peajiu3aiueii: 100aBIeHus, yIaACHUs, U3MEHEHUS U CO3IaHuUs
HNuTerpanus JAHHBIX 12 3
NpOorpaMMHbIX 3 Co3nanme cepBepHOro MPHIIOKEHHUs Iy paboTe! 10 websocket mpoTokomy 18 3
Moty iei 4 Co31anre MHKPOCEPBHCHOIO NPHJIOKEHHS ¢ B3aumoeicTBueM 1mo REST 6 3
7 ITpomeskyTouHasi aTTecTauus 3) 3
Bcero no YI1.02.02 60
VI1.02.07 IIporpammupoBanue B 1C 60
VIL.02.07 1 Kondurypuposanue cucremsl «1C: Ilpeampusatue» 24 3
IIporpamMmMmupoBanue 2 [IporpammupoBanme B cucreme 1C: [Ipennpustue 36 3
B 1C Bcero no Y11.02.07 60
IIM.03 IIpoexkTHpOBaHHUe, pa3padoTKa U ONTUMH3ALUA Be0O-NPHI0KeHUI 396
YI11.03.02 OnTumMu3anus Bed-npUI0KeH il 108
1 Mopepuu3auus Bed-npuioxenue. TexHuka 6€30MacHOCTH mpu paboTe Ha KOMITBIOTEPE.
[MoxapHast 6e30macHOCTh. Dnekrpode3onacHocTh. MoepHU3alus BeO-MPUIIOKEHNE Cy4eTOM 48 3
MIPaBWJI 1 HOPM TOJTOTOBKU MHGOPMAIUU JIJIsl TOMCKOBBIX CUCTEM
2 IIpoasu:xenne caiita. PazpaboTka MEpoNpusATHIA O POIBUKEHUIO BEO-TIPUIIOKEHHN B 24 3
YI11.03.02 cetu MHTEpHET U UX peaym3anus
Pa3paborka Be0- 3 Pabora ¢ cucremamu nNpoaABHKeHHUsI BeO-NIPUJI0KeHN . TapreTupoBaHue Ha LIEJIEBYIO 12 3
NPUJI0KEHU M aynutoputo. PaboTta ¢ KOHBepcuel, 0T3bIBaMU MIIOKaTH3aIueit
4 Opranu3anust odero 1octyna. Bejenue s ynpaBisieMbIX 3JIEMEHTOB MOAPOOHBIX 12 3
YKYpHaJIOB UCTOPUHU U Bepcuil. BoccTaHOBIEHME CITydyallHO YIaJE€HHBIX 3JIEMEHTOB.
5 HccnenoBanue cTAaTUCTHKH YACTBIX 3aNPOCOB. Vcrionb30BaHUEe JAHHBIX, OJIYYE€HHBIX 6 3

TIOMOIIBIO CHENHANIBHBIX MporpaMMHBIX cpeacTB (Wordtracker http://www.wordtracker.com/,



http://www.wordtracker.com/

Overture http://inventory.overture.com/d/searchinventory/suggestion/)

ITpoMe:kyTOYHAS ATTeCTAIHS 6
Bcero yacos no YI1.03.02 108
Bcero 3a IIM.03 396
Bcero 3a 3 kypc 396



http://inventory.overture.com/d/searchinventory/suggestion/

I1IM.02 «Pa3pa0doTka ¥ HHTerpanusi MoayJae NPOrpaMMHOro odecreqyeHusD) 216
VI1.02.03 Ilognepxka U TeCTUPOBaAHME MPOTPAMMHBIX MOYJIel 78
1 CocraBJ/ieHUe IJIAHA TECTUPOBAHUS. 6 3
VIL02.03 2 Pa3paboTka MOayJBLHBIX TECTOB. 12 3
TecrupoBanue 3 TecTupoBanue MeToA0M 0€JI0T0 AIMKA 18 3
MPOrpaMMHBIX 4 TecTupoBaHNe METOIOM YePHOI'0 AIIMKA 18 3
MoyJiei 5 TecTupoBaHue HHTErPALUU 12 3
6 TecTUupoBaHUE 103a0MIUTH 12
YI11.02.06 Be3onacHocTh MPOrpaMMHOI0 00ecIeYeHusl 78
1 AHaJIN3 Ko/Ia HA HAJIMYNeE YA3BUMOCTEH 24 3
Y11.02.06 2 IIposepka ¢popm Ha 6e30MACHOCTD 18 3
Be3onacHoctb 3 T
HpOrPAMMHOTO poOBepKa 0a3bl JAHHBIX HA YI3BUMOCTh 6 3
oG eciedeHusI 4 Hacrpoiika 6e3onacnoii ayrentuduxanuu ¢ JWT u refresh Tokenamu 12 3
5 Co3panue o0e3sonacuoro API ¢ Bannmamumeii Bcex BXOIHBIX JaHHBIX 18 3
IloaroroBka K 1eMOHCTPALMOHHOMY IK3aMeHY 54
1 Momyns 1: [IpoektupoBanue u pa3zpadboTka 6a3 TaHHBIX 18 3
YI1.01-03 2 Moayis 2: Pa3paboTka au3aitHa BeO-IIPHIOKEHUI 18 3
IHoaroroBka k 3 M 5 =
omyns 3: [IpoextupoBanue, pa3padoTka U ONITUMHU3AINS BEO-TIPUIIOKEHHHA 18 3
AeMOHCTPAIITUOHHOMY
IIpomekyTOuHAsA aTTECTALUSA 3)
IK3aMeHy
Bcero 3a 4 kypc 216

Bcero mo IIM.02

396




4. YCJOBUS PEAJIN3AIIMU PABOYEN TIPOI'PAMMBI
YUYEBHOM [IPAKTUKH

4.1. TpeGoBaHUSI K MUHMMAJbHOMY MATePHAJIBLHO-TEXHUYECKOMY 00ecrneyeHuIo
MuHuMaIbHO H€O6XOI[PIMLII>'I AT peain3anuu OOII nepeyCHb MATCPHUAJIBHO-TCXHUYCCKOI'O obecrneueHust B
coorsercTBuu ¢ @PI'OC BrItOUaer B ceds:

MacCTepCcKyI0 HH(popMannoHHBIX pecypcoB.OCHOBHOE 000PYI0BAaHUE MACTEPCKOM
MH()OPMAIIMOHHBIX PECYPCOB:

— pabouune Mecta oOydarommxcs - 15;
—  aBTOMAaTH3UPOBAHHBIC paboure MecTa OOyUJarOIINXCS;
— pabouee MeCTO MpEeToIaBaTers;

—  JIOCKa;

—  MYJIbTUMEIUNHBIN POEKTOD;

—  DKpaH;

—  KOMIIBIOTED;

—  CKaHep;

—  cepsep.

[IporpamMmmHuoe obecrieueHue:

— Windows Professional;

— Microsoft Visual Studio Community;
-  XAMPP;

—  SQLServer Management Studio;

— MySQLlInstaller for Windows;

— Visual Studio Code;

— Notepad++;

- Atom;

- Gimp;

— CorelDRAW,;

— PHOTO Shop;

— Microsoft Visio Professional;

— Microsoft Project.

4.2. UndopmaunonHoe odecriedyeHue 00yueHust

[lepeueHb peKOMEHIyeMbIX Yy4eOHbBIX U31aHuil, IHTepHeT-pecypcoB, TOMOIHUTENLHON TUTEPATyPhl
OcCHOBHbBIE HICTOYHUKHU:

Y4eOHUKH:

IM.01

1. Wmomeukun, B. M. OcCHOBBI UCHIONB30BAaHUSI U MPOEKTUPOBAHUS 0a3 JAaHHBIX : y4EOHUK
Ul cpearero npodeccuoHanbHoro oopazoanus / B. M. Mmomeukun. — Mocksa : M3narenscTBo
FOpaiit, 2025. — 213 c. — (IIpodeccuonansroe obpazoBanue). — ISBN 978-5-534-01283-5. —
Texkcr : osnextpoHHbli // OOpaszoBatenbHas minatgopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/562514 (nara obpamenus: 16.11.2025).

2. HecrepoB C.A. ba3bl JaHHBIX: YU€OHUK U MPAKTHKYM JUIS CPEJHETO Mpo(ecCHOHATBHOTO
obpazoBanus / C.A. HecrepoB. — 2-e uzn. — Mocksa: UznatensctBo FOpaiit, 2025 — 258 ¢. —
(ITpodeccuonansuoe obpazoanue). — ISBN 978-5-534-18087-9. — Tekcr: »neKTpoHHbIN //
Oo6pazoBarenpHas tiarpopma HOpaiit [caiit]. — URL: https://urait.ru/bcode/566517 (nmata
obpamienus: 15.11.2025).

3. ®enopoa I''H. - MockBa: Axanemus, 2024 - 288 c. (CneuuanbHOCTH CpPEIHETO
npogeccuoHanpHoro obpaszoBanus). - URL: https://academia-moscow.ru - Pexum poctyma:
DnekTpoHHas 6ubnnoreka «Academia-moscowy. (gata oopamenus: 25.04.2025).
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11M.02

1IM.03

Annpuanosa A.A. AnropuTMusanys U nporpamMmmupoBanue. [Ipaktukym: yae6HOe mocodue s
CIIO — CII6: Jans, 2022, - 240c.

[oxonoauna E.B. PeBplonpoBaHue MporpaMMHBIX MOIYJIEH: y4eOHHUK sl CTYJICHTOB
yupexaeHuil cpenHero npodeccuonansuoro oopasosanus / E.B. Tlokonoanna, H.A. Jlonrosa,
J1.B. AnanbeB. — MockBa: O0Opa3oBaTenbHO-U3IaTeIbCKHM IEHTP «Akagemus», 2024 — 208c.
Cemaxus N.I'. OCHOBBI aTOPUTMH3ALNHN U IPOTPAMMHUPOBAHUS: YUSOHUK IS CTYACHTOB
yupexaeHuit cpensero npodeccruonansaoro oopasosanus / M.I'. Cemaxun, A.I1. llectakoB. —
Mocksa: O0pa3oBaTeabHO-U3ATENbCKUN LEHTP «AKaneMus», 2024 — 304c.

®enoposa ['.H. PazpaboTka Moayseit mporpaMmMHOTO 0OecriedeHust JUisi KOMITBIOTEPHBIX CUCTEM:
y4eOHUK ISl CTYIEHTOB YUpeXAeHUH cpenHero npodeccruonansHoro odpasosanus / I'.H.
®enopoa. — MockBa: O0pa3zoBaTenbHO-U3JATENbCKUN HEHTp «AkaaeMus», 2024 — 384c.

KynpsBuesa, 1. A. TIporpammupoBaHue: KOMOMHATOpHAs JIOTUKA : YYEOHUK JJISl CPETHETO
npodeccrnonansHoro oopazoBanus / . A. Kynpssuesa, M. B. IlIBenkuii. — 2-¢ u3j., nepepad. u
nor. — Mocksa : M3garensctBo FOpaiit, 2025. — 524 c. — (ITpodeccrnonansHoe

obpazoBanue). — ISBN 978-5-534-15128-2. — TexkcT : anekrponHsbiii // OOpa3oBaTenpHas
mwiargopma FOpaiit [caitr]. — URL.: https://urait.ru/bcode/565805 (mara obpamenus: 16.11.2025).
[TonysktoBa, H. P. Pa3paboTka BeO-npuiokeHui : yaeOHUK 715l CPETHETO MPOPECCHOHATTEHOTO
obpaszosanus / H. P. ITomyskroBa. — 2-e u3n. — MockBa : M3narensctBo FOpaiit, 2025. —

204 ¢. — (ITpodeccuonanpHoe obpazoanue). — ISBN 978-5-534-18644-4. — Texkcr :
anexTpoHHsI // O0pa3oBarensHas miatdopma FOpaiit [caiir]. — URL:
https://urait.ru/bcode/567621 (nara obparmienus: 16.11.2025).

Ty3osckuii, A. @. TIpoektupoBanue U pa3paboTka Web-nipuaoxeHunii : yaeOHHK TSt CPETHETO
npodeccuoHanbHoro oopasoBanus / A. ®@. Ty3oBckuii. — Mocksa : M3narensctBo FOpaiiT,
2025. — 219 c. — (Ilpodeccuonanproe obpazobanne). — ISBN 978-5-534-16767-2. — Texcr :
anekTpoHHbIH // O6pa3oBarensHas miatdopma FOpaiit [caiir]. — URL:
https://urait.ru/bcode/565693 (nara obparenus: 16.11.2025).

[utoB B.H., Ycnenckuit K.E. [IpoekTupoBanne u pazpadboTka HHTEPPEHCOB MOJIB30BATENS —
KnoPyc, 2025 — 294 c. // BOOK.ru: [caiit]. — URL: book.ru/books/955527 (nara oOpamienus
15.11.2025).

JlononHuTeNbHAS TUTEpATYpA:

1.

Maptumnn, Cepreii AnatosibeBud. basel nanubix. [Ipaktnueckoe npumenenne CYBJ

SQL u NoSOL-tuna /s npuMeHeH:us MPOeKTUPOBaHUSI UH(POPMAITMOHHBIX CUCTEM [ DIEKTPOHHBIH
pecypc]: yueb. mocodue / C. A. Maptumms, B. JI. Cumonos, M. B. Xpanuenko. - Mocksa: ®opym:
NH®PA-M, 2023. - 368 c.

2.

Jlazuukac E. A., 3aryménnukoBa WM. H., I'mnesckuii II. I'. ba3pl nmaHHbIX M cuCTeMbI

ynpaBJeHus 6a3aMu JaHHBIX [ DIEKTPOHHBIN pecypc]: yuebHoe nocodue - Munck: PUIIO, 2024.

3.

Pabuesckuii, A. H. KomnbroTepHble ceTu U cUCTEMbI CBSI3U. BBOIHBIN Kypc : ydeOHOe

nocobue 11 By3oB/ A. H. PabueBckuii. — MockBa : U3narensctBo IOpaiit, 2025. — 207 ¢. —
(Bricmiee oOpazoBanue). — ISBN 978-5-534-21489-5. — Tekcr : anekrpoHHbIN // OOpa3oBarenbHas
miargopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/572633 (nara obpamenus: 16.11.2025).

4.3. O6ume TpeGOBaAHUS K OPraHU3alMH 00Pa30BaTEILHOIO Npoiecca

VYuebnas IMpaKTHUKa ITPOBOAUTCA MACTCPaMU NPOU3BOACTBCHHOI'O B y‘-IC6HOI>i MaCTepCKOﬁ paccpea0TOUCHO,
O6quHHC Ha NPCANPUATUAX — KOHIICHTPUPOBAHHO.

3.4. KaapoBoe obecnneueHue 06pa3oBaTeibHOTO Mpouecca

Macrepa npou3BOICTBEHHOTO 00Y4EHUs, OCYIIECTBIISIIONINE PYKOBOACTBO Y4eOHOM NMPaKTUKON 00ydaronuxcs,
JIOJKHBI IMETh BBICIIEE WM CpefHee podeccnoHaIbHOe 00pa3oBaHue M0 NPOQHITIO CIEHUATIBHOCTH,
MIPOXOJUTH 00513aTENBHYIO CTAXHPOBKY B MPO(UIbHBIX OpraHU3aluax He pexe 1-ro pasa B 3 roja.
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4.5. O0mue TpeGOBaHUS K OPraHu3aluy 00pa3oBaTe/JbLHOI0 mpouecca

VYuebHast npakTUKa IPOBOJUTCS B y4eOHOM MaCTEpPCKO.

ATtTectanus o uToram y4yeOHOW MPaKTUKH IIPOBOJMTCS HAa OCHOBAHUU PE3YJIbTAaTOB, MOJATBEP)KIAEMBIX
OTUETaMH U JTHEBHUKAMU IIPAKTUKYU CTYIEHTOB, a TAKXKE OT3bIBAMU PYKOBOAMUTENIEH PAKTUKU HA CTYICHTOB.

Pe3ynbrartel mpoxoxaeHHs Y4eOHOM M IPOM3BOJCTBEHHOW MPAKTHUK YYMTHIBAECTCS IPU IPOBEICHUU
roCyJIapCTBEHHOW UTOTOBOM aTTECTAllUU.
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5. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUS TPOI'PAMMBI
YYEBHOM MPAKTUKH
KOHTposb 1 oL1eHKa pe3ybTaTOB OCBOCHUS YUEOHON MPAKTUKH OCYILECTBIIAECTCS
PYKOBOJUTEIEM MPAKTUKU B MPOLECCE MPOBEACHUS YUEOHBIX 3aHATUN, CAMOCTOATEIBLHOTO
BBINIOJIHEHUS 00YYaIOIMMUCA 3aJaHHM, BHIITOJIHEHHS MPAKTHYECKUX MTPOBEPOUYHBIX padoT. B
pe3ysibTaTe OCBOCHUS yueOHOM MPaKTUKU B paMKax MpodeccuoHaIbHbIX MOAYJIEH
oOyuaromuecs IpOXOoIsAT IPOMEKYTOUHYIO aTTECTALMIO B (hopMe 3ayeTa.

Pe3yabTaThl 00yueHus
(OCBOCHHBIN NMPAKTHYECKUI OIBIT)

D®opMbI U METOAbI KOHTPOJIS U
OLICHKH Pe3yJibTATOB 00y4eHUsI

IIK 1.1. ITpoexktupoBath 6a3bl JaHHBIX.

IIK 1.2. PazpabatbiBaTh 0OBEKTHI Oa3 JaHHBIX B
COOTBETCTBUU C PE3YJIbTaTAMU aHAIN3a IPEAMETHON 00JIACTH.

I1K 1.3. Peanu3oBbiBaTh 6a3y JaHHBIX B KOHKPETHOM
CUCTEME yIpaBJieHus 0a3amMu JaHHBIX.

IIK 1.4. AnmuaUCTpUpOBATH 0a3bl JAHHBIX.

[IK 1.5. 3amumaTts nHbOpMaIuio B 0a3e TaHHBIX C
WCIIOJIb30BAHUEM TEXHOJIOTHH 3alTUTHl HHPOPMAIIUH.

OLIEHKa KaueCTBa BBIITOJIHEHHBIX
paboT B COOTBETCTBHH C
3aJJaHHBIMU KPUTEPUSIMHU
HKCIIEPTHOE HAOIIOACHUS BO
BpEeMsI PAKTUYICCKUX
YIPaXHEHUN

poBepoyHas paborta

[IK 2.1. TIpoexTrpoBaTh MOIYJIH TPOTPAMMHOTO
obecrieyeHus.

I1K 2.2. PazpabaTsiBaTh MOIYJIN IPOTPAMMHOTO
obecrieyeHus.

[1K 2.3. BBINOJIHATh HHTETPAIAIO MOTYJIEH 1
KOMITOHCHTOB ITPOTPaMMHOT0 00CCIICUeHUSI.

I1K 2.4. BBINOJHATh TECTUPOBAHUE U OTIIAJIKY
MIPOrPaMMHOTO OOEeCIIeUeHUsI.

[IK 2.5. OcyiiecTBisiTh TOKYMEHTUPOBAHHUE MPOTrPAMMHBIX
MOJyJIeil TPOrPaMMHOTO OOeCTIeUeHUSI.

OLIEHKa Ka4eCTBa BBIMIOJHEHHBIX
paboT B COOTBETCTBUHU C
3aJIaHHBIMU KPUTEPUAMHU
IKCIIEPTHOE HAOIIOAEHUS BO
BpeMSI TPAKTUYECKUX
YIIPpOKHEHU N

poBepoyHas padboTa

IIK 3.1. Pa3spabaThiBaTh TEXHHUYECKOE 3a/JaHHE Ha BeO-
IIPUIIOKEHHUE B COOTBETCTBUM C TPEOOBAHUSIMU 3aKa3UHKa.

IIK 3.2. Pa3pabaTeiBaTh BEO-TIPHIIOKEHUS B COOTBETCTBUHU
C TEXHUYECKUM 33JaHHEM.

IIK 3.3. OcymecTBiiTh TEXHUYECKOE CONPOBOXKACHUE U
BOCCTAHOBJICHHE  BEO-NPUJIOKEHUH B COOTBETCTBHM  C
TEXHUUECKUM 33/IaHUEM.

IIK 3.4. TIpou3BoAWTH TECTHPOBAHUE pPa3pabOTAHHOTO
BEO- MPUIIOKEHHUS.

IIK 3.5. OcymecTBiaTe ayauT 0e30macHOCTH BeO-
MPUIIOKEHHS B COOTBETCTBUH C PETJIAMEHTOM 110 O€3011aCHOCTH.

IIK 3.6. MoaepHHU3UpOBaTh BEO-TIPUIIOKEHUS C YU4ETOM
NpaBUJI M HOPM TOJATOTOBKM HH(POPMALMU sl TOMCKOBBIX
CHCTEM.

[1K 3.7. Peanu3oBbeIBaTh MEPONPHUATHS MO MPOABUKECHHIO

MIPUIIOKCHU.

OIICHKA Ka4eCTBa BHITIOJHEHHBIX
paboT B COOTBETCTBUU C
3aJIaHHBIMU KPUTEPUSIMHU
AKCIIEPTHOE HAOJIIOICHHS BO
BpEMS TPAKTUICCKUX
YIOPaKHEHUU

poBepoOYHas paboTta
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